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Abstract—IMSI-Catchers allow parties other than cellular 
network providers to covertly track mobile device users. While 
the research community has developed many tools to combat 
this problem, current solutions focus on correlated behavior and 
are therefore subject to substantial false classifcations. In this 
paper, we present a standards-driven methodology that focuses on 
the messages an IMSI-Catcher must use to cause mobile devices 
to provide their permanent identifers. That is, our approach 
focuses on causal attributes rather than correlated ones. We 
systematically analyze message fows that would lead to IMSI 
exposure (most of which have not been previously considered 
in the research community), and identify 53 messages an IMSI-
Catcher can use for its attack. We then perform a measurement 
study on two continents to characterize the ratio in which 
connections use these messages in normal operations. We use 
these benchmarks to compare against open-source IMSI-Catcher 
implementations and then observe anomalous behavior at a large-
scale event with signifcant media attention. Our analysis strongly 
implies the presence of an IMSI-Catcher at said public event 
(p << 0.005), thus representing the frst publication to provide 
evidence of the statistical signifcance of its fndings. 

I. INTRODUCTION 

Cellular networks attempt to protect their users from 
unauthorized tracking through the use of temporary identi-
fers. Unfortunately, a combination of limited authentication, 
downgrade attacks, and pre-authentication messages enable 
adversaries to force mobile phones to transmit their permanent 
identifers, also known as their International Mobile Subscriber 
Identity (IMSI). So-called IMSI-Catchers remain an elusive 
threat to nearly all widely deployed cellular networks [1]. 
These devices continue to operate regardless of security im-
provements offered by each successive generation and are now 
attainable by nation-states as offcial products [2] and citizens 
as publicly available open-source projects [3], [4], [5]. 

The problem of IMSI-Catchers has been well-known for 
over two decades [2], [6], [7], [8], [9]. Unsurprisingly, the 
research community has developed many tools to attempt to 
detect such devices. For instance, techniques including detect-
ing weak cipher use [10], [11], [12], anomalous broadcast 
messages [13], [14], [15], [16], [17], [18], [19], [20], the 
presence of ephemeral base stations [21], [12], [13], [14], [15], 
[16], [17], [18], [19], [20], and many more [22], [23], [24], 
[25], [26], [27], [28] have all been proposed as effective means 
of detecting such devices. The problem with these solutions is 
that they focus on characteristics that are not causal; rather, 

they instead look for behaviors that are correlated with changes 
that occur in both malicious and benign scenarios. For instance, 
a cellular provider may set up a temporary base station1 at 
a large public event or may change the confguration of their 
towers, both of which may lead to false positive classifcations. 
As such, no published academic detector has been able to 
present strong evidence (i.e., statistical signifcance) of an 
IMSI-Catcher performing mass surveillance in the wild. 

In this paper, we focus on the messages an adversary must 
send as opposed to behaviors their IMSI-Catcher might exhibit. 
We develop a detection methodology that searches cellular 
downlink traffc for all possible messages an adversary can use 
to force a mobile phone to reveal its IMSI. While some app-
based solutions look for the presence of one particular message 
(i.e., Identity Requests), no solutions consider the much wider 
set of IMSI-exposing messages or their prevalence across 
all downlink channels. In so doing, we make the following 
contributions: 

• Comprehensive Analysis of IMSI-Exposing Mes-
sages: Prior work has used either heuristics or the 
presence of Identity Request messages to potentially 
identify IMSI-Catchers; however, we determine that 
many more messages that expose IMSIs exist. We 
perform a detailed analysis of 3GPP standards docu-
ments to create the frst comprehensive list of 53 pre-
authentication messages for 2G, 3G, 4G, and 5G-NSA 
networks that can be used to elicit a mobile device to 
reveal its IMSI. 

• Multi-Continent Network Measurement: We per-
form over 400 hours of network measurement to 
benchmark the regularity with which downlink con-
nections contain IMSI-exposing messages. This study 
allows us to create baseline profles that include mea-
surements across multiple provider networks, across 
population densities, and both in the presence and 
absence of large public events. Ultimately, we show 
that connections forcing IMSI exposures represent the 
minority of total connections (e.g., a median of less 
than 3% across total LTE connections) between base 
stations and User Equipment (UE). 

• Detection of IMSI-Catchers: We use our baseline 
profles to detect the presence of IMSI-Catchers in 

1Known as a Cellular on Wheels, or CoW [29]. 
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two scenarios: open-source IMSI-Catchers we deploy 
ethically in the lab, and suspected IMSI-Catchers 
present at an event with signifcant media and public 
attention in which a prominent public fgure was 
required to appear in court. In the latter case, we 
demonstrate that the difference in ratios of IMSI-
exposing connections against the benchmarks are sta-
tistically signifcant (p << 0.005), suggesting IMSI-
Catcher presence. We then perform an experiment 
to demonstrate detection of large-scale overshadow 
attacks [30] using our methodology. No prior work 
has been able to substantiate their observations with 
statistical signifcance. 

In spite of the wealth of papers in this space, IMSI-Catchers 
remain a persistent mass surveillance threat to cellular users. 
As such, calls for more effective detection mechanisms have 
recently come from both academia [1] and government [31]. 
Characterizing the effectiveness of detection mechanisms re-
mains challenging–legal and contractual roadblocks to ob-
taining commercial IMSI-Catchers have impeded any hands-
on analysis or operation of such devices by the research 
community. By focusing on messages that an IMSI-Catcher 
must use and their prevalence in downlink traffc, our approach 
is both effective and resilient against an adaptive adversary, and 
we demonstrate its effcacy in the wild. 

The remainder of this paper is organized as follows: Sec-
tion II provides necessary background information on cellular 
networks; Section III motivates our work in the IMSI-Catcher 
detection feld; Section IV outlines all ethical considerations 
we take when conducting our experiments; Section V briefy 
discusses our threat model; Section VI describes our system 
implementation; Section VII shares the results of our exper-
iments; Section VIII discusses these results and the broader 
impact of the work; Section IX recalls previous work in the 
space; Section X concludes our work. 

II. BACKGROUND 

Cellular networks have experienced numerous improve-
ments in security through the release of successive generations. 
One enduring problem despite these improvements, however, 
is the “catch-and-release”-style fake base station known as an 
IMSI-Catcher [15]. These devices take advantage of unau-
thenticated messages to extract a permanent identifer from 
a UE2 (e.g., smartphones), representing a major threat to 
cellular subscriber anonymity from the perspective of a third 
party. Although 5G-SA networks introduce security mecha-
nisms to conceal IMSIs from an attacker, the existence of 
pre-authentication downgrade attacks to LTE [35] and replay 
attacks [36] make IMSI-Catchers an enduring threat in multi-
generation cellular networks. 

The term “IMSI-Catcher” is overloaded in the broader 
security community. In this work, IMSI-Catcher refers to 
standalone base stations that broadcast themselves to local 
UEs with the explicit purpose of exposing the IMSI of each 
victim UE. Other forms include the passive IMSI-Catcher, a 
downlink channel sniffer that recovers any IMSI that is sent by 
a legitimate base station [37], and Man-in-the-Middle (MitM) 

2We refer to cellular network components by their respective names in the 
Long Term Evolution (LTE) standards [32], [33], [34] throughout this work. 

Dedicated channel allocated to UE 

Radio Resource Connection (IMSI/TMSI) 

Authentication Procedure 

Ciphering Mode Command 

Encrypted Traffc 

Figure 1: The attachment process between a UE and a base 
station, agnostic to any cellular generation. The UE will 
request a radio resource connection with the base station, 
and then begin the authentication procedure with the network 
through the base station. Finally, the two parties will agree on 
a cipher and generate encrypted traffc. 

fake base stations that can intercept all data between a UE and 
a base station [38] and/or send SMS spam to local cellular 
subscribers [39], [40]. 

A. Cellular Authentication 

A UE will initially identify itself to a base station using its 
IMSI. To support device anonymity over the air, the network 
will allocate a temporary version of the IMSI called the 
Temporary Mobile Subscriber Identity (TMSI). This value 
persists for a time (e.g., eight hours [41]) determined by the 
network operator, after which the network replaces the UE’s 
old TMSI with a new one. 

A UE using a TMSI attaches to the network using the 
process outlined in Figure 1. The base station frst allocates 
bandwidth for the UE using a dedicated channel, and then the 
UE requests a radio resource connection with the base station. 
After the base station responds to this request, the UE can 
begin the authentication procedure with core components of 
the network. Once authentication is complete, the UE and base 
station decide on a cipher before fnally exchanging encrypted 
traffc. 

If a base station does not recognize the TMSI sent by the 
UE, it may ask the UE to transmit its IMSI. This request can be 
performed while the two parties are unauthenticated, meaning 
that even a base station isolated from core network components 
can instruct a UE to reveal its IMSI. This detail enables an 
IMSI-Catcher attack and has been exploited across multiple 
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cellular generations [42], [43], [44], [45], [46], [3], [47], [48], 
[49]. 

B. IMSI-Catchers 

An IMSI-Catcher, visualized in Figure 2, follows a two-
step process: (1) encourage a local UE to attach to it, and 
(2) force the UE to transmit its IMSI. To attract a local 
UE, an IMSI-Catcher may be positioned nearer to crowds 
than the base station, transmit at a higher power than nearby 
base stations, or even select frequencies based on broadcast 
frequency priority lists. A UE generally prioritizes stronger 
broadcasting base stations and frequency channels listed in 
priority lists, as it assumes they will provide the most reliable 
connection to the network. Furthermore, an IMSI-Catcher can 
adopt a more aggressive strategy by jamming popular cellular 
frequencies to force multiple UE to immediately seek a new 
connection. 

Once an IMSI-Catcher begins receiving UE associations, it 
can force each UE that connects to it to reveal its IMSI. Fol-
lowing this, the IMSI-Catcher no longer needs to communicate 
with the victim UEs, allowing them to ignore the remainder of 
the authentication process. An IMSI-Catcher may even record 
the TMSI associated with each IMSI it captures to continue 
tracking UEs in a passive manner [41], [30]. 

For years, the public believed IMSI-Catchers were only 
available to law enforcement [2], so the threat of such devices 
operated by civilians was largely dismissed [50]. With the 
development of open-source base station software [51], [5] 
and inexpensive Software-Defned Radios (SDRs) [52], [53], 
however, IMSI-Catchers targeting modern cellular generations 
can now be deployed for as little as $1,000 [3], [4]. 

III. MOTIVATION 

Numerous publications in cellular security focus on IMSI-
Catcher detection [15], [22], [23], [11], [24], [25], [26], [27], 
[20], [12], [28], [54], [55], [56], [16], with theoretical and 
practical studies spanning over a decade. Despite this effort, the 
solutions offered by the community still lack reliability and too 
often rely on heuristics based on oversimplifed assumptions 
of how a normal base station should appear. Recent work 
supports this observation and calls for further effort to tackle 
the problem [1]. 

A. Limitations of Current Detection Techniques 

Multiple proposals for IMSI-Catcher detection focus on 
physical base station attributes such as transmitter location and 
radio fngerprinting [15], [20], [28]. Others focus detection 
techniques on base station confguration collected by moni-
toring broadcast channels, supported cipher lists, and cellular 
generations in use [57], [58]. These proposals rely on the 
assumption that an IMSI-Catcher will not adequately mimic 
surrounding base stations and therefore exhibit abnormal be-
havior or confguration during operation; from this, we draw 
our frst observation on the limitation of current detection 
methods: 

Observation 1. Current detection mechanisms rely on be-
haviors possibly correlated with an IMSI-Catcher, rather than 

(a) 

(b) 

Figure 2: Visualization of an IMSI-Catcher attack. To begin, (a) 
a group of UEs will be connected to a commercial base station. 
A hidden IMSI-Catcher will begin transmitting near a target 
group of UEs. Victim UEs will disconnect from a valid base 
station and (b) connect to the now favorable IMSI-Catcher. 
The IMSI-Catcher instructs UEs to transmit their IMSIs after 
attaching. 

network effects that an IMSI-Catcher must cause to operate 
successfully. 

While prior IMSI-Catcher detection heuristics successfully 
fag the presence of new base stations, they cannot distinguish 
between a new commercial base station and a properly con-
fgured IMSI-Catcher. Cellular providers temporarily set up 
new base stations to improve coverage or provide additional 
bandwidth during large events [29], which can trigger false 
positives for these techniques. Conversely, misconfgurations 
in legitimate base stations lead to false positives, and the 
assumptions detection mechanisms make about expected base 
station operation (such as avoiding A5/0 “Null” cipher use) 
do not reliably hold across network operators or even across 
all regions of a given operator. Lastly, heuristics that rely 
on RF strength or similar physical-layer characteristics are 
additionally impacted by environmental and landscape factors, 
such as the occasional but normal propagation of distant 
base station broadcasts observed in SeaGlass [20]. We assess 
the impact of these various conditions on existing detection 
methods in Table I, and draw our second observation from 
this assessment: 

Observation 2. Current detection mechanisms suffer from 
a high incidence of false positives when faced with non-
standard RF conditions, temporary-use base stations, or 
misconfgured/weakly-confgured base stations. 

In addition to the incidence of false positives for such 
detection techniques, prior work assumes a naı̈ve IMSI-Catcher 
implementation that makes little attempt to conceal itself 
within its environment. However, an IMSI-Catcher is privy 
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Noisy Background RF 
Weak Cipher Use 
Freq. Reassociation 
Freq. Downgrade 
Anomalous Propagation 
Temporary Tower 
Misconfgured Tower 

Table I: Effcacy of various detection methods when exposed 
to suboptimal cellular network conditions. indicates the 
condition will directly lead to increased false positives in 
the detection mechanism, indicates the condition may lead 
to false positives in the detection mechanism under certain 
circumstances, and indicates the condition has no effect on 
the detection rate of the mechanism. 

to the same network information that a detector is, and 
could readily be designed to adapt its confguration to mimic 
nearby base stations. For instance, patent applications for 
IMSI-Catchers describe mimicking location areas and similar 
parameters [59], [60]. Some detection mechanisms additionally 
assume an IMSI-Catcher will always exhibit certain behaviors, 
such as downgrading communications to 2G or short-lived 
operation. Furthermore, most detection techniques require a 
ground-truth measurement of benign base for stations and are 
unable to reliably detect IMSI-Catchers when frst activated 
in a new area. Taken together, these factors result in false 
negatives for prior detection techniques. We categorize and 
compare these factors in Table II. 

Beyond the concealment of an imposter base station, tech-
niques exist to inject malicious payloads into traffc between a 
cellular device and a legitimate base station. These are referred 
to as overshadow attacks, and recent research has shown such 
an attack to be practical and scalable on both downlink and 
uplink cellular traffc [61], [62]. Such attacks can readily be 
used to carry out IMSI-catching: a downlink overshadow attack 
may inject an Identity Request appearing to be from the base 
station, while an uplink overshadow attack may insert an 
Attach Request containing an invalid TMSI, thereby leading 
the base station to query the handset for its IMSI. Rather than 
having to mimic the base station location, radio frequency, and 
confguration expected within a given area, an IMSI-Catcher 
using overshadow conceals itself within actual legitimate base 
station communications. This leads to our third observation: 

Observation 3. Advances in IMSI-Catcher stealth (including 
the demonstration of practical overshadow attacks) defeat all 
current detection mechanisms. 

Of the prior IMSI-Catcher detection works we explore, 

No Jamming 
Fixed Location 
Long-Term Campaign 
Benign Radio Freq. 
No Unusual Paging 
Benign Ciphers 
Parroted Cell-ID 
Plausible RF Power 
Benign Broadcast Params 
Parroted LAC 
LTE-Only 
New Location 
DL Overshadow 
UL Overshadow 

Table II: Effcacy of various detection methods against an 
IMSI-Catcher exhibiting the specifed behavior. indicates 
the behavior will lead to increased false negatives in the de-
tection mechanism, indicates the behavior may lead to false 
negatives in the detection mechanism under certain conditions, 
and indicates the behavior has no effect on the detection rate 
of the mechanism. 

only two perform controlled experiments in real-world cellular 
networks: SeaGlass [20] and IMSI-Catch Me if You Can [15]. 
Each of these works carries out wide-scale detection cam-
paigns spanning several months of cellular traffc capture. 
In both cases, researchers observe frequent abnormalities in 
individual heuristic measurements, but multiple factors are 
never observed together. During analysis, the authors identifed 
these abnormalities as resulting from environmental factors, 
misconfgured towers, or operator reorganization of cellular in-
frastructure. To add to this, prior IMSI-Catcher detection work 
has never measured a large number of IMSIs being requested 
by a base station. As IMSI discovery is the fundamental goal 
of an IMSI-Catcher, this represents a key missing step in 
determining whether an anomaly stems from an actual attack 
or not. From this, we draw our fnal observation: 

Observation 4. No published detection mechanism to date has 
observed an IMSI-Catcher actively harvesting a large number 
of IMSIs in the wild. 

We note that several organizations and governmental agen-
cies have reported conclusive evidence of IMSI-Catchers in 
various contexts [45], [63], therefore we do not claim to be 
the frst to detect an IMSI-Catcher. Whereas other reports 
have kept details of detection methodology private, our work 
represents a solution that contributes to an open, scientifcally 
grounded understanding of IMSI-Catchers. 
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Generation Downlink Message Reference 
Identity Request GSM TS 04.08 Sec. 4.3.3.1 
Authentication Reject GSM TS 04.08 Sec. 4.3.2.5 

2G GSM Abort, Cause #6 GSM TS 04.08 Sec. 4.3.5.2 
Location Updating Reject, #2-3, 6, 11-13 GSM TS 04.08 Sec. 4.4.4.7 
CM Service Reject, Cause #4 or 6 GSM TS 04.08 Sec. 4.5.1.1 
Identity Request 3GPP TS 124.008 Sec. 4.3.3 
Authentication Reject 3GPP TS 124.008 Sec. 4.1.1.2 
Abort, Cause #6 3GPP TS 124.008 Sec. 4.3.5.2 
Location Updating Reject, Cause #2-3, 6, 11-12 3GPP TS 124.008 Sec. 4.4.4.7 

3G UMTS CM Service Reject, Cause #4, 6 
Attach Reject, Cause #3, 6-8, 11-15 

3GPP TS 124.008 Sec. 4.5.1.1 
3GPP TS 124.008 Sec. 4.7.3.1.3 

Detach Request, Type ”re-attach not required”, Cause #2-3, 6-8, 11-15 3GPP TS 124.008 Sec. 4.7.4.2.2 
Routing Area Update Reject, Cause #3, 6-7, 9, 11-12, 14 3GPP TS 124.008 Sec. 4.7.5.1.4 
Authentication and Ciphering Reject 3GPP TS 124.008 Sec. 4.7.7.5 
Service Reject, Cause #3, 6-7, 9, 11-12 3GPP TS 124.008 Sec. 4.7.13.4 
Identity Request 3GPP TS 124.301 Sec. 4.3.3 
Attach Reject, Cause #3, 6-8, 11-15, 35 3GPP TS 124.301 Sec. 5.5.1.2.5 

4G LTE Detach Request, Type ”re-attach not required”, Cause #3, 6-8, 11-15 3GPP TS 124.301 Sec. 5.5.2.3.2 
Tracking Area Update Reject, Cause #3, 6-7, 9, 11-12, 14 3GPP TS 124.301 Sec. 5.5.3.2.5 
Service Reject, Cause #3, 6-7, 9, 11-12 3GPP TS 124.301 Sec. 5.6.1.5 

5G NR (NSA) Same as 4G LTE 3GPP TS 137.340 Sec. 7.1 

Table III: The frst comprehensive enumeration of IMSI-exposing messages in 3GPP standards. This includes downlink messages 
that either (a) explicitly request that the UE transmit its IMSI over the air (i.e., Identity Request), or (b) implicitly require the 
UE to delete its TMSI, leading to IMSI exposure in a subsequent connection. Certain messages require a specifc ‘Type’ and/or 
‘Cause’ value for the UE to be instructed to delete its TMSI. 

B. Research Questions 

Taking our four observations on prior research into account, 
we seek to improve on past work in IMSI-Catcher detection us-
ing a standards-driven approach. We outline multiple research 
questions to guide our approach: 

RQ1 What are the messages that IMSI-Catcher designers 
can use to harvest IMSIs based on cellular standards? 

RQ2 How often do commercial networks gather IMSIs in 
relation to total network connections? 

RQ3 Can we detect an open-source IMSI-Catcher in an 
ethically controlled setting based on the rate of IMSI-
exposing connections? 

RQ4 Can we detect an IMSI-Catcher in the wild that we 
do not control? 

We begin our study by analyzing the 3GPP cellular stan-
dards (i.e., 2G GSM [64], 3G UMTS [65], 4G LTE [33], 
[34], 5G NSA3). Due to the structure of 3GPP standards, 
this information is contained in only a small number of 
specifc documents, signifcantly limiting our search space. 
To identify all IMSI-exposing messages, we manually look 
at all pre-authentication fows and their associated message 
types, as well as post-authentication messages that can be sent 
without integrity or ciphering enabled. We additionally review 
text surrounding certain keywords (e.g., IMSI, TMSI, GUTI) 
that are necessary to describe IMSI-exposing events. From 

35G NSA uses control messages from the LTE standard before directing 
the user to the 5G interface. 

these, we categorize IMSI-exposing messages as messages 
that either: (a) request that the UE provide its IMSI (e.g., 
Identity Request), or (b) direct the UE to delete its stored 
TMSI, thereby leading it to reveal its IMSI in subsequent 
communications. 

While our approach is not formally complete, we believe 
it is a best-efforts approach to handling natural language 
specifcations. We list all such IMSI-exposing messages in 
Table III. To our knowledge, no prior work has identifed the 
full extent of IMSI-exposing messages (RQ1). 

By observing the incidence of IMSI-exposing messages in 
connections, we take advantage of the opposing goals that 
commercial networks and IMSI-Catchers have with uplink 
IMSI transmissions. Our detection mechanism is therefore 
based on what IMSI-Catchers must transmit to function, a 
set of messages that commercial networks are designed to 
minimize. These messages should therefore be present in only 
a small amount of total dedicated connections. A sudden 
infux of connections containing these messages, based on 
this observation, would be highly indicative of an IMSI-
Catcher attack. We formulate a null hypothesis based on this 
observation: 

Null Hypothesis (H0) — The incidence of connec-
tions with IMSI-exposing messages from commercial 
base stations and IMSI-Catchers come from the same 
population. 

Establishing a null hypothesis in this format allows us 
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to perform standardized statistical tests when evaluating the 
effcacy of our approach, a technique that has not previously 
been used in IMSI-Catcher detection. To complement H0, we 
provide an alternative hypothesis: 

Alternative Hypothesis (Ha) — The incidence of 
connections with IMSI-exposing messages from com-
mercial base stations and IMSI-Catchers come from 
different populations. 

C. Novelty of Approach 

Identity Requests have long been recognized in prior works 
as the message an IMSI-Catcher would use to obtain IMSIs 
from victims. As such, several IMSI-Catcher detectors fag the 
presence of Identity Requests as suspicious. To determine the 
extent to which existing detectors track the wider set of IMSI-
exposing messages (identifed in Table III), we systematically 
analyze existing detection techniques and note our fndings in 
Table IV. From this, we draw two observations: 

• Only app-based approaches track IMSI-exposure: 
Works that do track IMSI-exposing messages have 
always done so on an individual basis, usually by 
monitoring baseband logs on a single cellphone. As 
we will show in Section VII, the presence of a single 
IMSI-exposing message is not a reliable indicator of 
IMSI-catching. Our approach expands measurement to 
cover all cellphones attaching to a base station. 

• No approaches consider TMSI-deleting messages: 
In nearly every case, app-based detection mechanisms 
assume the Identity Request is the sole means by 
which an IMSI-Catcher can harvest cellphone iden-
tities. While one exception–Snoopsnitch–additionally 
fags LAU Rejects, it only does so when accompanied 
by an Identity Request (and therefore does not con-
sider it as an independant IMSI-exposing message). 

IV. ETHICAL CONSIDERATIONS 

When designing our methodology, we followed best prac-
tices on minimizing unnecessary data collection [69], [70]. 
Accordingly, we only passively listen to downlink traffc sent 
on control channels while evaluating our research questions 
through measurements on commercial networks. This approach 
ensures that we cannot collect any personally identifying 
information (e.g., IMSIs) from users or attempt to analyze 
encrypted data. As such, we maintain the privacy and con-
fdentiality of cellular network subscribers when operating our 
tool. 

When operating open-source IMSI-Catchers, we isolate 
them using a Faraday cage so that no external device can 
detect or connect to them. By doing so, we ensure that 
our experiments do not interfere with phones attempting to 
connect to emergency 911 services or other important cellular 
operations. We additionally set the open-source base stations 
(some of which inherently lack mutual authentication) to only 
allow connections from our specifc test Subscriber Identity 
Module (SIM) cards. This ensures that a foreign device cannot 
fully connect to our base station even if it detects it. We review 

Detection Technique Monitored Identity Messages 
App-Based (Single UE) 

Darshak [66] Identity Request 
Snoopsnitch [58] Identity Request, LAU Rejecta 

CellSpyCatcher [67] N/A 
AIMSICD [57] N/A 
GSMSpyFinder [68] N/A 

SDR-Based 
Crocodile Hunter [17] N/A 
mICC/sICC [15] N/A 
Apple Patent [14] N/A 
IC-SC [10] N/A 
SITCH [13] N/A 
TMSB [11] N/A 
ICD-CN [12] N/A 
NB-ICD [21] N/A 
Seaglass [20] Identity Requestb 

GSMK Overwatch [18] N/Ac 

a only fags LAU rejects if accompanied with an Identity Request 
b uses an app-based detector in conjunction with other heuristics 
c based on published technical reports and prior researcher experiments 

Table IV: IMSI-exposing messages that have been used by 
prior works for IMSI-Catcher detection. No other work to date 
has explored monitoring such messages at scale–only app-
based approaches have tracked a restricted subset of IMSI-
exposing messages (namely Identity Requests). 

all logs taken by our base station software to confrm that 
no IMSIs are collected from devices we do not own. When 
performing overshadow attacks on commercial base stations, 
we obtain explicit permission from cellular providers. Addi-
tionally, we ensure that the TMSI of each tracked connection 
is that of the test device before beginning each attack. 

During our experiments, we also travel to a large event 
to scan for the presence of IMSI-Catchers similar to efforts 
in previous work [20], [15]. When attending the event, we 
maintain distance from dense crowds and ensure that our 
system in no way interferes with communications (i.e., we 
never transmit). Furthermore, we did not bring personal UEs to 
ensure protect their personally identifying information. Due to 
the passive nature of our system and the absence of personally 
identifying information in our logs, we were not required to 
seek an IRB for these efforts. 

V. SECURITY MODEL 

We assume that an adversary can execute a subset of 
the 2G-5G NSA protocols at frequencies set within those 
protocol specifcations. Additionally, the adversary can jam 
arbitrary frequencies of local base stations to aggressively 
force victim UEs to connect to their IMSI-Catcher. We do 
not assume that any IMSI-Catcher operated by the adversary 
is connected to the core network of any cellular provider, such 
that the adversary does not need to have access to network keys 
necessary to complete the Authentication and Key Agreement 
(AKA) protocol. We also assume that the adversary does not 
use malformed packets when transmitting. Finally, while 5G 
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Figure 3: Overview of our system, showcasing two simulta-
neous captures using two SDRs set to different frequencies. 
The frst capture (1) contains zero IMSI-exposing connections 
while the second capture (2) includes two such connections, 
each with an IMSI-exposing message highlighted in orange. 
This latter case produces a high IMSI exposure ratio, causing 
our system to identify an IMSI-Catcher operating on EARFCN 
700. 

SA networks are purported to solve these issues, recent news 
releases suggest that 5G-centric IMSI Catchers do exist [71]; 
however, their specifc mechanisms are not yet discussed. 
As such, we must wait until further public disclosure before 
developing detection techniques. 

We consider an adversary whose goal is to gather IMSIs 
from all mobile devices present in an area, as such attacks have 
been widely reported in the wild [56]. The adversary may em-
ploy advanced capabilities (such as a large-scale overshadow 
attack) to carry out the mass collection of IMSIs. We do not 
consider individual targeting of devices by an IMSI-Catcher, as 
such an attack would not even provide the adversary suffcient 
information to determine the presence or absence of a chosen 
subscriber IMSI in an area. We also assume that victim UEs 
are connected to commercial base stations before the attack 
begins, meaning that each UE will initially attempt to connect 
using its TMSI. 

VI. METHODOLOGY 

While previous work in IMSI-Catcher detection relies on 
base station misconfguration or the sudden appearance of a 
new transmitter, we aim to detect what an IMSI-Catcher must 
do to achieve its goal: send IMSI-exposing messages to local 
UEs. To evaluate this approach, we implement a mobile system 
running consumer-grade hardware and open-source software. 

A. Capturing Traffc 

Before we can flter for IMSI-exposing messages, we frst 
need to recover network captures of traffc originating from 
commercial base stations. Note that our approach requires that 
we obtain dedicated traffc sent between a base station and 
several UEs, meaning that we cannot use a rooted UE as 
a sniffer. For our implementation, we instead employ SDRs 

running open-source cellular sniffng software. The research 
community provides sniffer software for 2G networks [72] and 
LTE/5G-NSA networks [30], [73], [74], [75], [76]. Of these, 
we choose gr-gsm [72] running on a bladeRF x40 [77] to 
capture GSM downlink traffc and to capture LTE downlink 
traffc we use LTESniffer [73] or DLProbe [30] running on 
an Ettus B210 [53]. LTESniffer became available during this 
project and we have changed over from DLProbe to LTESniffer 
for its reliability and ease of use. In Appendix B, we show that 
for our use case, these two tools can be used interchangeably. 
To our knowledge, no code supporting a 3G sniffer is available. 
Additionally, 3G networks are being phased out [78] at the 
time of writing, limiting the availability of these networks for 
benchmarking. We therefore do not benchmark commercial 3G 
networks during our experiments. 

We choose to limit our analysis to downlink channels for 
three reasons: (1) scalably monitoring uplink traffc requires 
additional hardware and is often prone to loss in packet 
recovery [73], [30] and the hidden terminal problem, (2) IMSIs 
are only sent by a UE on uplink traffc, so monitoring only 
downlink traffc inherently preserves the privacy of subscribers, 
and (3) downlink traffc reveals the intent to gather IMSIs and 
is therefore suffcient for our analysis. 

Both of these sniffers output cellular messages as Wire-
shark packet captures (*.pcap). In this format, we can use 
display flters to analyze captures for every IMSI-exposing 
message that we identify in Table III. To recover individ-
ual connections from a general packet capture, we scan for 
messages indicating the beginning of a connection with an 
associated identifer (i.e., searching for RAR messages which 
include a C-RNTI temporary identifer in LTE). This process 
allows us to timestamp the beginning of a connection and 
associate later packets with those connections. 

B. Discovering Base Stations 

Cellular network frequencies constitute a signifcant 
amount of wireless spectrum in developed countries [79]. 
These frequencies are referenced by a number representing 
a pair of uplink and downlink frequencies, such as EARFCNs 
in LTE (e.g., EARFCN 700 represents a downlink frequency 
of 1940 MHz and an uplink frequency of 1860 MHz). Base 
stations therefore have the option of operating on one of 
hundreds of frequencies within the spectrum allocated to their 
providers. However, baseband processors implementing these 
cellular standards often favor certain frequencies depending on 
their cellular provider to reduce the need to search all possible 
options. Consequently, an IMSI-Catcher is heavily incentivized 
to operate on one of these popular frequencies to attract UEs 
quickly. Our approach benefts from this, as it can narrow our 
search space signifcantly and reduce the amount of hardware 
necessary by identifying these frequencies. 

We determine these popular frequencies by querying the 
public database cellmapper [80] for all base station information 
in the top ten most populous cities in one of our countries. 
Then, we sort our frequency list by the number of base 
stations operating on each frequency. To augment this list with 
real-time data, we log baseband messages from a UE that 
connects to local base stations. These messages include not 
only the currently connected base station but also neighbor 
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frequencies of nearby base stations. Results from these two 
sources comprise our fnal input list of frequencies. 

C. Detection Algorithm 

With the ability to capture cellular traffc and generate a 
list of frequencies to analyze, we implement an algorithm that 
maximizes our chance of detecting sudden upticks in IMSI-
exposing connections. Our algorithm frst chooses a frequency 
by looping through a list of potential options, prioritizing cells 
based on received signal strength. Then, the system captures 
traffc from that frequency for one minute before moving to 
the next to ensure that we do not ignore any frequency for a 
signifcant amount of time; Figure 3 shares this process. 

After the allotted time, we turn off the radios and save 
the packet capture(s). We then scan each packet capture for 
both total connections and IMSI-exposing connections (i.e., 
connections containing at least one IMSI-exposing message). 
If the sniffer fails to connect to a base station on a given 
frequency after ten seconds, the algorithm will move on to 
the next frequency in the list. Finally, we formulate our IMSI 
Exposure metric as follows: 

Total IMSI Exposing Connections 
IMSI Exposure Ratio = 

Total Connections 

Our system can monitor frequencies simultaneously by 
incorporating multiple SDRs, providing scalability to this im-
plementation. We provide an overhead analysis of our system 
in Appendix C. 

VII. RESULTS 

To evaluate our remaining research questions, we select 
several settings and locations for base stations in our ex-
periments. First, we investigate the IMSI Exposure Ratio of 
commercial base stations in normal conditions, periods of high 
population density, and periods of low population density. 
These experiments provide us with a benchmark range of 
values from which we can compare to IMSI-Catcher traffc 
in our lab. Then, we set up open-source IMSI-Catcher imple-
mentations to provide data on attainable products. Finally, we 
bring our system to a large event to search for IMSI-Catchers 
we do not control. 

A. Benchmarking Cellular Traffc 

We investigate RQ2 by collecting long captures of commer-
cial base stations in several different settings and locations. 
To begin, we choose two network providers Provider 1 and 
Provider 2 which represent two large cellular providers in the 
United States. We select common frequencies in our local area 
based on cellmapper [80] data. Our cellular sniffers run on 
each frequency for 24 hours. We collect 192 hours (4 days) of 
4G LTE traffc from each provider. We also collect 24 hours 
of data from the only active 2G GSM tower in our local area, 
which belongs to Provider 2. After collecting all of this data, 
we separate the results into bins of one-minute intervals and 
calculate the incidence of IMSI-exposing connections for each 
time bin. The results of this analysis are shown throughout 
Figure 4, labeled LTE Medium Density and GSM Medium 
Density. We observe that both networks exhibit consistent 
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(a) Provider 1 LTE Benchmark Results (median=2.08%). 
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(b) Provider 2 LTE Benchmark Results (median=2.78%). 
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(c) European LTE Benchmark Results (median=2.00%). 
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(d) Provider 2 GSM Benchmark Results (median=5.88%). 

Figure 4: Results of our various benchmark tests including nor-
mal conditions, periods of high population density, and periods 
of low population density. Throughout our experiments, the 
median IMSI-exposing ratio is less than 3% for LTE networks 
and less than 6% for GSM networks. 

results in IMSI exposure ratio during normal conditions when 
implementing either cellular generation. 

To further explore this area, we collect additional LTE 
captures during periods of high and low population density. 
For the former case, we target two sporting events: the frst, 
a college football rivalry game with over 90,000 reported 
attendees, and the second, a college basketball game with 
over 10,000 attendees. Our system runs for 24 hours to 
capture network behavior before, during, and after these events. 
Despite increased traffc on local cell towers in these two 
cases, we see in Figure 4 that neither commercial network 
needs to transmit a high density of IMSI-exposing connections 
to handle dense crowds. For the latter case, we set up our 
equipment in a rural area over 400 miles from our lab for 24 
hours. Our results for this experiment, also shown in Figure 4, 
contain exclusively low IMSI exposure ratios similar to the 
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results of our high-density tests. We observe that even with 
a modest number of connections, commercial base stations 
still maintain a low IMSI exposure ratio. These results are 
consistent with our expectations given that TMSIs are known 
to last many hours. 

We additionally take 48-hour captures of base stations 
operated by two different providers in Europe to gather data 
on a separate continent (shown in Figure 4). Similar to 
our captures taken in the United States, we see that IMSI-
exposure ratios remain consistently low throughout the day. 
After capturing over 400 hours of commercial network traffc 
in varying conditions and locations, we observe that all LTE 
IMSI-exposure ratios are below 3% (RQ2). 

As a fnal test, we investigate cellular traffc on towers 
located near airport runways during scheduled landings. We 
choose these settings as they represent situations in which large 
groups of UEs will suddenly reconnect to the cellular network 
after a long period of disconnection (i.e., airplane mode). We 
take our measurements from within an airport building at 
an international airport and in a parking lot for a regional 
airport, both within the immediate vicinity of runways; each 
test runs for at least one hour. Our results for both cases 
remain correlated with those of our steady state captures and 
our high/low population density captures. 

Takeaway — Commercial base stations maintain low 
IMSI Exposure Ratios during normal conditions and 
periods of high and low population density. 

B. Open-Source IMSI-Catcher Experiments 

After evaluating commercial networks, we analyze the 
behavior of open-source IMSI-Catchers in a controlled lab 
setting. As researchers, we cannot legally obtain offcial IMSI-
Catcher products [46] and therefore must source our devices 
from open-source guides [81], [44], [82] and consumer-grade 
hardware. Additionally, we operate these implementations 
within a Faraday cage to prevent loss of service for nearby peo-
ple, as stated in our ethics section. This approach serves as the 
community standard in IMSI-Catcher academic research [83], 
[84], [85], [86], [87], [30], [88], [89], [90], [91], [92], [93]. 

Setup — We measure IMSI-Catchers created using open-
source base station software (e.g., YateBTS [51] for 2G GSM, 
OpenBTS-UMTS [94] for 3G UMTS, srsRAN [5] for 4G LTE) 
in an isolated environment (i.e., Faraday cage). These base 
stations do not have a direct connection to a cellular provider’s 
core network, meaning that they cannot associate a given TMSI 
with an identity and thus must ask the UE to provide its IMSI. 
When operating these IMSI-Catchers, we choose a frequency 
matching that of a nearby base station to ensure our UEs will 
monitor for base stations on that frequency. We do not employ 
more aggressive techniques (e.g., jamming) to force UEs to 
connect to these IMSI-Catchers as our methodology does not 
rely on how IMSI-Catchers implement this step of the attack. 

For target UEs, we use smartphones containing a valid 
SIM card as well as simulated UEs running srsUE [5] with 
pre-programmed TMSIs. We test both Android and iPhone 
smartphones containing a variety of basebands. Both the 
smartphones and simulated UEs represent devices that fulfll 

(a) Court event capture featuring heavy spikes (median=28.60%). 

(b) Benchmark capture at identical location (median=1.30%). 

Figure 5: Results of our cellular captures on LTE base stations 
(a) during an event compared to (b) the same location during 
normal conditions. We observe that our capture during the 
event contains several spikes in IMSI Exposure Ratio similar 
to the behavior of open-source IMSI-Catchers. Conversely, 
our later benchmark captures feature relatively small IMSI-
Exposing Ratios. 

the assumptions in our security model (i.e., devices that have a 
current TMSI). We use both methods simultaneously to scale 
up the number of UEs attempting to connect to our IMSI-
Catcher in a short time window. Similar to our approach with 
base stations, we do not edit any source code with our UEs to 
ensure that they operate normally. 

Experiment — We place all components necessary for our 
attack in a Faraday cage along with the hardware running our 
detector, then seal the enclosure to prevent transmissions from 
entering or leaving the controlled environment. Because of the 
naı̈ve design of open-source IMSI-Catchers, IMSI-exposure 
ratios were all measured at 100% across tests. However, we 
observe that each implementation of an IMSI-Catcher relies 
on different IMSI exposing messages to operate. The 2G 
implementation relies completely on Location Updating Reject 
messages while the 3G IMSI-Catcher uses a combination 
of Identity Requests and RAU Rejects; the 4G IMSI-Catcher 
uses exclusively Identity Request messages. These experiments 
highlight the need to monitor multiple different types of 
messages, as even naı̈ve open-source code exhibits varying 
approaches to IMSI harvesting. Throughout these experiments, 
we review logs taken by each respective IMSI-Catcher to 
ensure that our target devices transmit their IMSIs in response 
to these messages. 

Takeaway — IMSI-Catchers constructed using open-
source projects produce high IMSI Exposure Ratios 
(100%) during operation. 
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Mann-Whitney Test Result When Compared to Court Event Data 

Figure 6: Violin plots for the distributions of LTE data from seven benchmark captures and our captures during the court event. 
We observe a steady distribution of data throughout the benchmark captures with a signifcant change during our event capture. 

C. Field Experiments 

Event Selection — Having a positive result from our lab 
experiments, we mobilize our hardware and attend an event 
that we suspect would attract IMSI-Catcher presence. We 
attended an event at a major city away from our lab during 
which a prominent public fgure appeared in court, drawing 
in a signifcant crowd of people and media attention. Public 
statements from law enforcement for this event state they took 
signifcant precautions when preparing for these crowds as 
well, without citing specifc measures. We choose to keep the 
specifc event anonymous as a matter of public safety. 

Results — During the event, we run our detector for two 
hours while seated at a coffee shop across the street from 
the courthouse. Our code follows the methodology outlined 
in Section VI. The top plot of Figure 5 shares the results 
of this process. We observe several spikes in IMSI-exposing 
connections, bringing the IMSI-exposing ratio to around 40%. 
Though not as high as the results of our naı̈ve implementation 
experiments, they remain exceptional numbers when compared 
to those of our steady-state experiments. 

These spikes additionally feature a signifcantly different 
makeup of messages when compared to our open-source IMSI-
Catchers. In this case, the device we monitor heavily favors the 
use of Attach Rejects, only seldomly using Identity Requests. 
While Identity Requests directly ask a UE to respond with its 
IMSI, an Attach Reject instructs a UE to attempt reconnection 
using its IMSI. Observing yet another distribution of messages 
again highlights the importance of considering all possible 
message options that IMSI-Catcher operators can use. Previous 
work only considers the former messages, and would therefore 
miss the overall large ratio of IMSI exposures (i.e., Identity 
Requests contribute under 10% of the overall IMSI Exposure 
Ratio in all cases, meaning that they alone would not pro-
duce anomalous results compared to our benchmark captures). 
Based on news articles collected following the event, we 
confrm that the time of arrival of the public fgure correlates 

with the timing of our detected spikes. 

Post-Event Benchmarking — To discover if the results 
we collect during the event are anomalous for the area, we 
return to the same coffee shop sometime later and perform 
a two-hour capture while no major event occurs nearby. We 
ensure that one of our radios is set to the same frequency that 
we detected suspicious traffc on during the event. The bottom 
plot of Figure 5 compares the results of this test to the data 
from the event. We see that our results correlate well with those 
of our extended benchmarking experiments in Section VII-A, 
namely that all time bins in the capture contain a low density 
of IMSI-exposing messages (i.e., all samples are under 10%). 
We believe that these results strongly suggest that the event 
we chose had IMSI-Catcher presence (RQ4). 

D. Statistical Analysis 

We use a violin plot to visualize the distributions of 
our datasets in Figure 6. Results from our observations on 
commercial LTE networks all have a median of less than 3%, 
while results from the suspected IMSI-Catcher event com-
prise a much higher median of 29%. Observing this distinct 
distribution of our event data, we characterize the difference 
between populations of samples taken on commercial networks 
and IMSI-Catchers by performing statistical tests on our data. 
We adopt new, stricter requirements for p-values [95] (i.e., 
p << 0.005 required to reject the null hypothesis). 

First, we test if each dataset is normally distributed using 
the Shapiro-Wilk test [96] (results in Appendix A). The results 
of these tests suggest that not all datasets ft the requirements 
for a normal distribution. As such, we compare benchmark data 
and IMSI-Catcher data using the Mann-Whitney U Test [97], 
a nonparametric alternative to the t-test. 

We perform seven Mann-Whitney U tests, each comparing 
a set of benchmark captures with the results of our court event 
capture. The results of all of these tests, shown in Figure 6, 
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produce p << 0.005, suggesting that results from commercial 
captures and the court event are drawn from different popu-
lations. This result, combined with the results of our open-
source IMSI-Catcher experiments, allows us to reject our null 
hypothesis (H0 Rejected). These results therefore support our 
alternative hypothesis Ha that states IMSI exposing traffc 
generated by base stations and IMSI-Catchers come from 
different populations. 

Takeaway — Our captures from commercial networks 
and the Court Event are distinct and statistically signif-
icant. 

E. Overshadow Attacks 

Based on recent advances in packet injection over cellular 
downlink channels known as overshadow attacks [61], [62], 
the base station itself can be optimized out of the adversary’s 
requirements. This solution offers adversaries an alternative to 
an IMSI-Catcher by allowing them to instead inject an IMSI-
exposing message (such as an Identity Request) on a frequency 
of a commercial base station during a valid time slot [30]. This 
approach renders all prior IMSI-Catcher detection methods 
useless as the adversary can perform an attack without the 
existence of a separate base station. However, our approach can 
detect this form of attack because it still produces downlink 
traffc that contains an elevated incidence of IMSI-exposing 
connections. 

To test this, we contacted the authors of an overshadow 
attack [30] and monitored traffc during their experiments 
on a commercial-grade base station [98]. In this experiment, 
the adversary overshadows uplink messages, which triggers 
an Identity Request from the base station. Our methodology 
accurately identifed the Identity Requests triggered by this 
attack, showing the potential our approach has in detecting 
this family of attacks when applied at scale. To further verify 
the claim, we conducted the same experiment against a real-
world base station and observed the Identity Requests triggered 
by the overshadowing attack. We note that present downlink 
overshadow techniques can be extended to make use of any of 
the messages we enumerate in Table III to collect IMSIs, and 
that our approach would likewise detect such attacks. Similar 
to our case with IMSI-Catchers, our detector must remain 
along the signal path of the injected message to detect it. 

VIII. DISCUSSION 

We discuss the takeaways from our results, including the 
effectiveness of prior work against our real-world event capture 
and potential further optimizations IMSI-Catchers could take 
to limit detection. Additionally, we provide further discussion 
on a companion website4. 

A. Effcacy of Prior Work on Event Data 

We analyze data gathered from our feld experiments to 
compare the effcacy of our approach against past detection 
methods. Specifcally, we try to determine what other detection 
methods (if any) would have correctly fagged suspicious base 

4https://www.cellularsecurity.org/marlin 

Detector Detection Metric Incidence 
Unusual Frequencies 0 

New Cell-IDs Detected 0 

Prior Work 
New Location Areas 0 

Suspicious BCCH Params 0 
Weak Ciphers Advertised 0 

Unusual RF Power/Position N/A* 

Table V: Number of times each heuristic would have observed 
suspicious activity during the selected feld experiment event. 
‘*’ indicates that insuffcient information was gathered to make 
any determination on physical-layer heuristics. 

stations during the event, given the characteristics of recorded 
base stations. 

First, we compare the confguration of the tower we fagged 
as suspicious to the confguration of towers we analyze in the 
same area later to check for any apparent signs of miscon-
fguration. This allows us to check if past approaches could 
have also fagged it given a similar opportunity. We determine 
that the fagged base station advertised identical country codes, 
network codes, tracking area codes, and cell identities as a 
legitimate base station observed in the later capture. From an 
analysis of downlink data sent by the fagged base station 
during the event, we further determine that no suspicious 
cipher suite options (e.g., null cipher) were advertised, and 
broadcast parameters were within range of those observed 
in other towers. We note that as we do not record granular 
physical layer information, we were unable to draw any 
conclusions on the reliability of detection mechanisms that rely 
on recorded RF power to catch anomalous stations. 

Table V summarizes these heuristics. Our observations 
suggest that previous IMSI-Catcher detection techniques re-
lying on base station misconfgurations [13], [14], [15], [16] 
and techniques that do not consider LTE networks [10], [11], 
[21], [12], [13], [15], [16], [18], [20] would have missed this 
notable leak of IMSIs. This is not unexpected, given that prior 
IMSI-Catcher patents have described mimicking local base sta-
tions [59], [60] and commercial catchers advertise support for 
LTE-specifc attacks [19]. Since our approach detects causal 
attack traffc rather than potentially correlational variables 
(e.g., implausible location area) while also supporting multiple 
generations, it remains resilient to these more sophisticated 
adversaries. 

B. Variance in Message Types 

We note that the incidence of message types varied signif-
icantly between lab experiments and real-world event captures 
(seen in Figure 5). The open-source LTE IMSI-Catcher soft-
ware we tested solely used Identity Requests to expose IMSIs, 
while captured event data revealed only a small number of 
Identity Requests combined with a large number of Attach 
Rejects. 

Across all captures of open-source IMSI-Catchers and 
events, we observe only a small subset of IMSI-exposing 
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message types previously identifed in Table III. Despite the 
relative infrequency of other messages, however, it is essential 
that we follow a standards-driven approach to measure all 
IMSI-exposing connections, not just those we have observed 
in use. For example, a behavior-based approach relying on the 
messages observed in our open-source IMSI-Catcher experi-
ments would have failed to correctly identify anomalies during 
the event capture. Beyond this, we ensure that an adaptive 
IMSI-Catcher adversary cannot cloak its behavior by switching 
to a different IMSI-exposing message. 

C. Other Event Observations 

While near the event, we observed several spikes of IMSI-
exposing connections occurring sporadically throughout the 
two hours we spent observing network traffc. We believe that 
three possible factors contribute to this result including oper-
ator stealth, frequency selection, and IMSI-Catcher mobility. 

To avoid detection, an IMSI-Catcher operator can choose to 
operate their base station in short bursts. This both minimizes 
the chance that victims notice that their device is having 
trouble connecting to the network and the chance that any 
IMSI-Catcher detection techniques notice their transmissions. 
These results can also be sporadic due to our methodology 
of cycling through frequencies while running our system. 
The exceptional behavior we observe occurred on a single 
frequency, meaning that we did not monitor it continuously 
during our time window. Finally, we may have observed 
sporadic spikes due to the mobility of an IMSI-Catcher. To 
increase the target area, an IMSI-Catcher operator can move 
their base station using a vehicle (e.g., DRT boxes [99] use 
IMSI-Catchers equipped to aircraft to track users). If this 
occurred during our capture, we would only see a spike when 
the vehicle passes by our location. 

The reject messages we observed at the event could have 
been used as a denial of service attack, though we would have 
expected to see similar behavior on other frequencies during 
the event if that was the case. Furthermore, all reject messages 
used “cause” values that led to an IMSI exposure; a denial of 
service attack would not have needed to use this cause value 
as the LTE standards provide 12 “cause” options, many of 
which are not IMSI-exposing. We would also like to note 
that the cause value for “congestion” is not IMSI-exposing, 
suggesting that what we observed was not a response to a 
lack of availability. 

After the event, we disclosed our fndings to national-level 
law enforcement. They thanked us for sharing our research but 
did not validate our fndings. Therefore, we do not have the 
opportunity to confrm the existence of IMSI-Catcher use at 
the public event we visited. This limitation is similar to that 
of censorship detection or other anomaly detection problems 
where verifying results is an infeasible task. Recognizing this, 
we offer statistical analysis to strengthen our fndings in this 
setting. 

D. Effect on Surveillance 

Our method can be used by any party interested in detecting 
attacks on privacy in cellular networks. IMSI-Catchers can 
be run by individuals as well as law enforcement agen-
cies [15] and foreign nation-states [6]. Parties concerned about 

surveillance, especially in sensitive areas (e.g., confict zones, 
embassies, military bases), can adopt our approach to monitor 
frequencies in their area for spikes in IMSI Exposure Ratio. 

E. Limitations & Adaptive Adversary 

To develop our detection approach, we lean on standards-
driven and experimentally-observed behavior on the ratio of 
IMSI-exposing connections to total connections. While we 
believe our manual review of these messages to be thorough, 
we acknowledge the possible existence of additional message 
fows that lead to IMSI exposure. 

Our approach allows the user to scale-up their analysis 
using several SDRs monitoring different frequencies simulta-
neously. However, monitoring all frequencies simultaneously 
would be cost-prohibitive (i.e., dozens of SDRs totaling thou-
sands of dollars), computationally expensive, and potentially 
diffcult to move. Thus, we choose to cycle between common 
frequencies to maximize our chances of detecting an IMSI-
Catcher given these constraints. An adversary using a quick 
burst of IMSI-exposing messages could therefore evade detec-
tion by transmitting on a frequency that we are not currently 
monitoring. However, we note that an IMSI-Catcher needs to 
be found by UEs for the adversary to achieve their goals. 
Therefore, an adversary is highly incentivized to transmit on 
common frequencies of different network operators to detect 
users of various UEs. Deviating from this behavior ultimately 
works against the goals of the adversary. 

Adaptive adversaries in this setting can employ several 
optimizations to minimize the repetition of IMSI-exposing 
connections. For example, an IMSI-Catcher operator could at-
tempt to conceal their system by collaborating with controlled 
UEs to produce “fller” connections to force a lower ratio 
of IMSI-exposing connections. Such an approach may prove 
challenging, however, as we found during our experiments that 
phones will often downgrade to previous cellular generations 
after failing to connect to a base station fve times in a row. 
Therefore, a system implementing this adaption will likely 
need to orchestrate a collection of trusted devices to force a 
low IMSI-exposing ratio; such a countermeasure would suffer 
from severe scalability issues if the IMSI-Catcher is targeting 
hundreds of devices in a small timeframe. 

One such optimization is detecting the continued use of a 
TMSI after the UE receives a message instructing it to “delete 
any stored TMSI”. We observe this behavior experimentally 
while operating the open-source LTE IMSI-Catcher; namely, 
a test smartphone re-attached to a commercial base station 
after our IMSI-Catcher attack using the same TMSI it used 
when initially connecting to the IMSI-Catcher. An adversary 
can take advantage of this TMSI persistence by automatically 
ignoring a connection request from a UE claiming a TMSI the 
IMSI-Catcher has seen before. The operator can additionally 
choose to use specifc reject messages with timeout values to 
instruct the UE not to attempt reconnection for a set time (e.g., 
RRC Connection Reject disallows UE reconnection to that cell 
for up to 16 seconds [34]). Alternatively, the IMSI-Catcher 
adversary can generate paging messages containing the TMSIs 
of previously seen UEs [100]. Any UE that responds to the 
paging message can then be sent a similar reject message 
to prevent it from re-attaching to the base station. Such 
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optimizations offer two incentives for the adversary: increased 
stealth and a smaller chance that the owner of each UE notices 
a loss of service. 

Despite these adaptations, IMSI-Catchers under our secu-
rity model will fundamentally produce at least one downlink 
IMSI-exposing connection per UE in an area to obtain reason-
able certainty as to what devices are present. Even an adversary 
that is only interested in determining the presence or absence 
of one particular IMSI must query the IMSI of most or all UEs 
within an area. Therefore, each of these optimizations faces a 
scalability issue in producing enough “benign” connections to 
force a low IMSI-exposing ratio in the presence of a large pool 
of local UEs, thus our approach of observing IMSI-exposing 
connections thus remains a reliable indicator in a variety of 
threat scenarios. 

F. Applicability to 5G 

In 5G SA networks, the IMSI can be protected over the 
air using public key-based encryption [101]; the resulting en-
crypted identifer is called a Subscription Concealed Identifer 
(SUCI). Therefore, an adversary cannot operate an IMSI-
Catcher using the same approach used in older cellular gen-
erations. However, recent work shows that linkability attacks 
are still possible in 5G SA networks [36]. In this setting, an 
adversary can probe for a user in an area if they have linked 
a previous SUCI or an IMSI to that user. 

The SUCI-Catcher attack relies on responses to Authen-
tication Requests to indirectly confrm the identity of a UE. 
An adversary therefore needs to transmit a large food of 
requests containing the same SUCI to many nearby UEs to 
confrm the presence or absence of a known user. To detect 
a SUCI-Catcher, our approach can be extended to detect a 
ratio of connections containing identical Authentication Re-
quests, rather than IMSI-exposing messages, to total connec-
tions. Furthermore, the approach could use uplink sniffng to 
check for the specifc messages a SUCI-Catcher expects from 
UEs (e.g., Authentication Failure with cause Synch Failure, 
Authentication Failure with cause MAC Failure). Unlike in 
older cellular networks, a detector would not be able to log 
personally identifying information from the uplink channel 
because there is no IMSI sent in the clear. 

Finally, an adversary can attempt to downgrade UEs from 
5G SA to older protocols, enabling an IMSI-Catcher attack. 
The 5G standards [101] include measures to prevent such 
downgrade attacks using the Anti-Bidding down Between 
Architectures (ABBA) parameter. If the adversary succeeds 
despite these measures, our methodology can be used to detect 
the IMSI-Catcher operating using an older cellular technology. 

G. Reproducibility 

Conducting security research on wireless protocols is a 
historically diffcult task [102], [103], [82], demanding often 
outdated environments to provide the necessary dependencies. 
Additionally, reproducibility is a recently highlighted concern 
in the security community [104]. To streamline the process of 
reproducibility for researchers in the community, we provide 
all cellular code in the form of Docker containers that can 
operate within multiple Linux distributions even with the added 

diffculty of passing through USB devices (e.g., SDRs).5 We 
hope to inspire other researchers to consider reproducibility 
when developing similar systems in this space. 

IX. RELATED WORK 

Academic work in cellular security contains many theoret-
ical and implemented solutions to IMSI-Catcher detection. A 
recent survey [19] in this space states that approaches fall into 
one of three categories: app-based [15], [26], [57], [105], [58], 
[16], sensor-based [15], [20], [106], or network-based [25], 
[11], [22], [23], [24], [26], [54], [27]. We review this body 
of work, including the advantages and challenges of each 
approach. 

Mobile application solutions are desirable because they 
can interface directly to a UE and therefore take imme-
diate action upon detection of an IMSI-Catcher. Detection 
schemes use changing geographical network topology [15], 
cell tower information consistency [57], [58], and encryption 
downgrades [58]. Many of these base station confgurations, 
however, are trivial to change for an adversary running an 
IMSI-Catcher, so these applications naturally produce a con-
siderable number of false negatives. Furthermore, they cannot 
see network behavior past the interaction between the specifc 
host UE and the base station. This is crucial because an 
IMSI-Catcher uses protocol-compliant messages to extract 
identifers, and the detection of a small number of individual 
messages sent to a given UE is not indicative of an attack. 

Network-based solutions offer a broader view of the net-
work and rely on measurement reports from legitimate base 
stations [25] or implausible location updates from UEs to 
base stations [11]. These approaches require cooperation with 
existing network operators and are therefore unlikely to be 
implemented. A third possible solution is the use of a Public 
Key Infrastructure (PKI) to encrypt the IMSI over the air [22], 
[54], [24], [26], [27], which we group into network-based 
solutions as it requires a change in the core network. Such 
a solution is fnally being deployed in the form of a SUCI 
in 5G Standalone networks [36], but cannot protect against 
IMSI-Catchers that directly target other cellular generations or 
perform step-down attacks to force UEs to seek base stations 
in on of these generations. 

Sensor-based solutions provide a broader perspective of 
network traffc without operator cooperation using inexpensive 
SDR hardware. Similar to the other approaches, previous 
sensor-based work has relied on geographical network topol-
ogy [15], [20] and odd base station confgurations [20] to 
detect IMSI-Catchers. Additionally, RF fngerprinting tech-
niques have been combined with Machine Learning to create 
profles of base stations on the physical layer [28]. All of 
these approaches, however, can produce false positives if a 
legitimate mobile base station is suddenly deployed within 
their range (e.g., cellular providers providing “cellular-on-
wheels” services during sporting events [29]). In contrast, 
our novel approach looks at the message fow for a given 
base station for the specifc messages necessary to extract an 
IMSI from a victim device. Any IMSI-Catcher, regardless of 
confguration, must send these messages en masse to achieve 
their goal. 

5https://doi.org/10.5281/zenodo.14262356 
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X. CONCLUSION 

In this work, we propose a detection method for attacks 
against user privacy in multiple generations of cellular net-
works. Unlike previous detection methods, we review cellular 
standards to determine the exact messages IMSI-Catchers in 
each cellular generation need to send to achieve their goal and 
look for a high ratio of connections including these messages 
as evidence of IMSI-Catcher transmissions. We frst confrm 
a low ratio of such connections in commercial networks 
using hundreds of hours of network captures, then show 
opposing behavior when analyzing open-source IMSI-Catcher 
implementations. Finally, we use our detection methodology 
to reveal evidence of IMSI-Catcher behavior during a large 
event in the United States (p << 0.005). These results suggest 
that commercial networks and IMSI-Catchers have opposing 
goals when treating the cellular IMSI over the air. Namely, a 
commercial network will minimize IMSI transmissions while 
an IMSI-Catcher will maximize them. Our methodology there-
fore offers a causal approach to detection compared to the 
correlational approach of past work. 
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APPENDIX A 
STATISTICAL TESTS 

Type Target Data p-value 
Provider 1 Captures 5.8e−19 
Provider 2 Captures 8.7e−21 

Euro Provider 1 Captures 9.0e−16 
Shapiro-Wilk Test 

(normal distribution) 
Euro Provider 2 Captures 

Provider 1 Football Captures 
Provider 2 Football Captures 

3.3e−15 
3.0e−03 
6.3e−08 

Event Benchmark 3.6e−09 
Event 4.4e−02 

Result: Nonparametric statistical test required. 

Table VI: Summary of results from our Shapiro-Wilk statis-
tical tests. Not all populations pass this test (i.e., tests on 
our provider 1 football capture and event capture produce 
p > 0.005), meaning that we cannot treat all populations as 
normally distributed and therefore must use a nonparametric 
statistical test to compare them. 

APPENDIX B 
COMPARISON OF LTESniffer AND DLProbe 
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Figure 7: Comparison of LTESniffer and DLProbe using the 
ratio of RRC Security Mode Command messages to UE 
connections. 

To compare LTESniffer and DLProbe we run the two tools 
in parallel camping on the same cell. In our IMSI-Catching 
detection use case, we are analyzing the IMSI Exposure Ratios 
observed over different captures. To compare the two tools, 
we should compare if the IMSI Exposure Ratios differ for 
the two captures made in parallel. However, IMSI-exposing 
message tends to occur rarely on operators’ cells, therefore, 
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Radios CPU Usage (%) Memory Usage (MB) 
1 64.98 510.09 
2 133.64 968.29 
3 175.15 1415.64 

Table VII: System resources reported by docker stats scaled 
with the number of simultaneously running USRP software-
defned radios. CPU and memory usage each appear to scale 
linearly with an increase in the number of radios. 

the comparison would not be precise. Instead, in Figure 7 
we compare ratios of the RRC Security Mode Command 
message, which similarly to Identity Request or Attach Reject, 
is transmitted during an attach procedure. We conclude that 
even though the ratios observed by the two tools do not 
match precisely in every time bin, on average, they observed 
similar ratios of RRC Security Mode Command messages to 
UE connections. Given that the IMSI Exposure Ratios for 
IMSI-Catchers and honest base stations differ signifcantly, we 
conclude that these two tools can be used interchangeably for 
our use case. 

APPENDIX C 
RESOURCE ANALYSIS 

We implement our system as a Docker container to support 
reproducibility for other researchers. Additionally, we provide 

performance metrics using docker stats to investigate how 
increasing the number of software-defned radios affects the 
resources necessary to run our container; docker stats enables 
live monitoring of the resources used by a specifed docker 
container during runtime. To gather these metrics, we perform 
three experiments in which we monitor resource usage of our 
docker container when using one, two, and three software-
defned radios for fve minutes each. During each experi-
ment, we collect performance metrics in fve second intervals 
and take the average value for each metric. We use USRP 
B210s [53] as our cellular sniffers for these experiments. For 
reference, our host computer runs an i5-12500H CPU and 
16GB of RAM. 

Table VII exhibits how memory usage and CPU usage 
change with additional USRP radios. We observe that both 
metrics increase linearly with the number of radios; these 
results are expected as our program must create a new thread 
for each available radio. Additionally, these results indicate that 
while running a moderate number of radios does not require 
excessive resources, operating dozens of radios simultaneously 
would incur a heavy load on the host computer. Monitoring a 
large number of cellular frequencies simultaneously therefore 
would require a very performant host machine and a large 
fnancial investment. To avoid these issues, users can employ 
our frequency cycling approach with a modest number of 
radios. 
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