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Satellites in space are increasingly functioning and operating at close range to each other,
making controlling them from the ground difficult or infeasible. Rendezvous and proximity
operations (RPO) enable satellites to autonomously operate at close distances and perform
processes such as docking, on-orbit servicing, refueling, and formation flying. Certain data
must be shared in every RPO process to protect the physical integrity of all satellites involved.
However, a security risk arising with RPO is satellite characterization, the ability for satellite
stakeholders to make inferences of other satellites’ capabilities based on shared data. We propose
secure multi-party computation (SMC) as a means of preserving satellite privacy during RPO.
Applied to several satellite-specific algorithms, we determined what minimum privatization
is needed to both protect sensitive inputs and maintain efficiency. We test several common
RPO algorithms on autonomous system hardware, both unsecured and secured with SMC, and
benchmark the performance overhead, determining what input values should remain private
and examining how SMC effects efficiency in RPO operations. We find that privacy-preserving
operations move computation time from the order of microseconds to milliseconds but complete
in significantly less than 1 second, well within the operational time constraints for RPO. We
thus motivate integrating cybersecurity into space dynamics development and directly on board
spacecraft. We also demonstrate SMC as a viable solution for securing autonomous operations
for satellites and other resource-constrained systems.

I. Introduction

ATELLITES are necessary for many services we enjoy today, such as GPS, space-based internet, and global
Scommunications. They are a necessary component of civil, commercial, and national security, widely used in
operations such as meteorology, Earth observance, surveillance, signal intelligence, and orbital traffic monitoring. With
a significant rise in satellite development, particularly from the commercial sector, security will become an increasingly
needed priority. Cybersecurity needs to be a top goal while space development is in its relatively early stages, and
this needs to be addressed proactively. Waiting until a breach has occurred or vulnerabilities have been detected is a
risky approach to take with computer systems in general, especially in the highly-contested space environment where
mistakes are costly. Accurately anticipating security threats and predicting adversarial models are essential to ensuring
the success of future development in space.

There are four main segments of space security technology: ground, link, user, and space. A comparison of the
current state of these segments is depicted in Figure[I] Historically, space security approaches have mainly focused on
the ground and link segments, with some efforts on the user segment [1]. The space segment has been largely assumed
secure due to the inaccessibility of the spacecraft itself once launched. As the number of operators and stakeholders of
space assets rises dramatically, the assumption that satellites in orbit are inaccessible can no longer hold and security
measures directly on board space assets must be addressed [1]. Our research approaches security directly in the space
segment as well as the user segment, where communication occurs directly between actors in space.

This research is particularly relevant as there is a growing need for operations where multiple satellites are in close
range to each other [2]. Rendezvous and proximity operations (RPQ) are what dictate tasks such as on-orbit servicing,
refueling, inspection, docking, formation flying, and debris removal. Autonomous RPO is a growing area of interest, as
it is becoming essential for the complexity and requirements of RPO that make ground control difficult or infeasible,
motivating the need for strong in-space security. This also reduces the risk of human error. As RPO is critical in
assuring physical safety in a variety of satellite operations, it is an area of growing necessity in the space research
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Fig.1 Chart of four segments of space technology. The space segment has weak security protocols and outdated
assumptions.

community. However, there are challenges in maintaining data security and privacy during RPO. There is also a lack
of widely accepted standards for responsible performance of RPO, especially between satellites of different agencies,
companies, or countries [3]. RPO maneuvers require that detailed information about a satellite’s attitude, position,
and trajectory be shared with others nearby, as well as the error margins on all of those values. As satellites are very
expensive and difficult to launch into space, physical safety is a top concern. However, RPO maneuvers, which require
location and trajectory data to be shared with other satellites, can expose potentially sensitive data. A privacy issue that
arises with RPO is satellite characterization. When satellites are operating at close quarters, satellite stakeholders can
make inferences about the capabilities or purposes of other satellites based on the shared data they receive. This is
particularly concerning with defense satellites or mutually distrustful parties.

Satellite designers and operators must know the measure of trust they place in their sensors to make decisions
based on their quantified accuracy, often determined by covariance matrices. Sharing accurate measurements, though,
can allow other satellite stakeholders to infer their capabilities, purposes, or intents, such as what types of sensors
are on board. This problem is known as satellite characterization, a privacy issue that has existed with satellites for
decades but increased with RPO. Potentially sensitive values that satellites need to share in RPO include position, time
to collision, sensor noise and accuracy, power and heat use, fuel levels, and other factors, which when shared can create
a security risk for stakeholders and compromise proprietary satellite design. Figure[2]demonstrates a visual chart of
this characterization process. One satellite operator can take observables from the hardware of another satellite or
shared data in RPO, use filters to infer the properties of the system based on that data, and then use learning to infer the
application, purpose, or owner of another vehicle. This is a particularly concerning capability for defense satellites or
where mutually distrustful parties are involved. We propose a novel solution to protecting private data values in RPO
calculations using privacy-preserving computation.
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While there are several methods of implementing privacy-preserving computation (e.g., partially and fully
homomorphic encryption), secure multi-party computation (SMC) is one of the most well-researched and application-



ready approaches according to existing literature [4]. We implement this in two different satellite algorithms to
benchmark the overhead that SMC adds to the computations and ascertain the functionality of this approach for
securing autonomous operations on satellites and other resource-constrained systems. The algorithms include a collision
avoidance algorithm and a measurement optimization algorithm. Our goal with these algorithms is to demonstrate the
application of SMC in relevant RPO scenarios and show the protection of satellite characteristics with privatized sensor
error margins. This research provides the following contributions to the space security community:

* A domain-informed understanding of the intersection of security and space dynamics, specifically introducing

RPO and associated security concerns.

* An implementation and evaluation of privacy-preserving computation in an RPO environment.
We bring the growing area of RPO into the scope of space security research and demonstrate the application of secure
multi-party computation in a relevant RPO scenario.

I1. Background

Space is a complicated environment to operate in due to the expensive and logistical difficulty of launching
satellites into orbit. Hardware requirements pose a unique challenge since the components running on a satellite must
have baseline operating abilities in a harsh, high-radiation environment. They typically undergo significant vibration
and thermal testing and are a niche manufacturing market [5]. Most commercial electronic products cannot survive
this environment, with the exception of a few products that have undergone extensive testing [6]. Historically, most
radiation-hardened products designed for space are not state-of-the-art products with high computing performance. This
trade-off is an increasingly relevant topic of research in the space computing community. Space is also challenging to
operate in because the number of satellites in orbit has steadily increased in the past few decades. By 2030, the number
could be over 30,000, according to some estimates [7]. This substantially increases the risk of satellite operation and
makes positional awareness in space a vital capability [8]. With an increasing number of satellites in space, physical
safety is a great concern for satellite operators and stakeholders. Private companies also have a vested interest in securing
their on-orbit assets to maintain a competitive advantage and governments see this orbital data as a national security
concern [9]]. Operations where sensitive data must be shared to ensure satellites’ physical safety, such as positional
information in collision avoidance calculations, thus become a distinct challenge.

A. Rendezvous and Proximity Operations (RPQO)

RPO has been a concept and practice since early space development, but it has only recently exploded as a research
area with the rise in commercial satellite development and growing usefulness for on-orbit servicing and maneuvers. It
is an expansive and growing area of work that encompasses other space-related specialties including sensors, orbital
dynamics, contact and hardware docking, and data processing and sharing techniques [3]]. In general, RPO refers to
activities where satellites are in the same orbit and approach each other at close distances. These activities include
on-orbit servicing and repairs, docking, refueling, formation flying, and debris removal. Many missions currently make
use of these capabilities including broadcast satellites, reconnaissance satellites, and large constellations. There are
two types of RPO that most of these maneuvers fall under. Cooperative RPO occurs when information transfer (e.g.
position, trajectory, health status) is multi-way over crosslinks or via ground station, such as a docking procedure with
the International Space Station (ISS) or a multi-point inspection of a downed satellite. Non-cooperative RPO refers to
activities where the information transfer is one way, such as active debris removal or inspection of a downed satellite.
As space is a costly and harsh environment to deploy technology in, services that can improve or extend the lifetime of
satellites are of great interest to stakeholders.

RPO maneuvers require that detailed information about a satellite’s attitude, trajectory, and state-of-health information
be shared with others nearby. The error margins on all of those values also must be shared to properly assess the risks of
certain maneuvers and confidence in the calculated distances or other measurements. This is often vital to maintain
physical safety and the need for accuracy increases as satellites operate closer and closer to one another. In many
calculations, this is determined using covariance matrices. Uncertainty is part of all stochastic systems since values such
as position are probabilistic in space, not deterministic, meaning there is some element of randomness that must be
accounted for and quantified. Covariance matrices define an ellipsoid around a satellite that describes the uncertainty
about a measured value, such as a satellite’s location in space. As shown in Figure[3] this typically about 10 — 15 km at
the widest point. The 1/30 accuracy is conventional for guaranteeing high accuracy for measurements in empirical
systems, and is therefore the standard for space measurements.

A large motivating factor in RPO development is autonomy. Increasingly, satellites are operating in such close
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Fig. 3 Satellite ellipsoid of error margins

Table 1  Values of distances, time, and speeds for determining when satellite control can be done from the
ground station and when autonomous RPO becomes necessary.

Ground Station On-board
Example Conjunction Analysis RPO
Satellite Distances 1 -10Mm < 500 km
Time Needed days - weeks < 1 day
Speed km/sec m/sec

ranges that controlling them from the ground is difficult or infeasible. Instead, they need capabilities to run autonomous,
on-board operations to make adjustments in real-time. Table 1 lists some of the contributing factors to differentiate when
operations need to be done autonomously and on-board or when control can be left with the ground station. Conjunction
analysis is one example of an activity between two or more satellites that can be done through communication via
ground stations. This is because the satellite distances are on the order of megameters so operators typically have days
or weeks to coordinate trajectories. Autonomous capability becomes necessary once the distance between satellites
drops to about 500 kilometers. At these ranges, the satellites have anywhere from a day to just a couple of minutes to
coordinate their trajectory.

B. Privacy Preserving Space Computing

Privacy-preserving computation is a set of cryptographic protocols that allow for mutually distrusting parties to
jointly compute some function without revealing information about their inputs. Currently, strong cryptographic
measures exist in standardized practice for data ‘in transit’ or ‘at rest’ but there is not yet an accepted standard for data
‘during computation’. Data typically has to be decrypted in order for operations to be carried out [[10]. This is where
privacy-preserving computation shows great promise for data security in a variety of fields [11}[12]]. Secure multi-party
computation (SMC) in particular is a well-researched and promising method of privacy-preserving computation. The
field of secure computation was initiated by Yao’s work in the 1980s on the millionaire’s problem and secure function
evaluation [[13,/14]. Many general-purpose compilers have since been developed to securely compute arbitrary functions,
make SMC a more accessible approach for developers, and enable more widespread use of this as a privacy solution.
[15]].

There are two main approaches to SMC: garbled circuits and secret sharing. The garbled circuit approach is based
on Boolean circuits and is used when only two parties are involved. The other mathematical approach is secret sharing,
which provides information-theoretic security guarantees and allows for secure computation with an arbitrary number
of parties. This method relies on strong multiplication rather than public-key primitives and uses zero-knowledge
proofs to ensure that users and computing parties are following the protocol [16]. Secret sharing schemes divide the
secret from “donors,” parties providing the input, into shares distributed randomly among N computing parties or
“miners”, as shown in Figure[6a] Authorized subsets of N perform the computation and then return the output to the
donors. This method guarantees that no useful information can be gained about the secret until a sufficient number
of the miners, k out of N, are compromised and combine their respective shares. In other words, there is no loss of
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security through the compromise of k£ — 1 shares. This is an important consideration in the space environment (or any
other harsh environment), as some of the miners could be compromised by an adversary or by a radiation event or other
natural catastrophe that occurs in space. Our research uses this secret sharing approach for SMC where a minimum of 3
satellites are needed for SMC computation: 2 or more donors submitting shares of information and 3 miner satellites,
which can also function as donors. We implement this using the Sharemind software platform, a secret sharing-based
collection of dedicated servers and libraries for C++ applications [17]].

C. Previous Efforts with SMC in Space

Privacy is difficult to implement on-orbit given the constraints of the limited technology that survives in space
and the limited processing power available on board. Studies have been done specifically with the goal of addressing
conjunction analysis with SMC, including a detailed report by the RAND corporation [[18]], a hybrid SMC approach
developed by Hemenway et. al [19], and a secret sharing approach developed by Sharemind researchers in partnership
with DARPA [20]. Determining the feasibility of using modern cryptography methods to secure SSA data is a problem
of growing interest and is being explored by numerous government organizations and many private companies [21].

The works by Hemenway et al. and Kamm [[19} 20], each explain a numerical collision probability method to
calculate conjunction analysis where the privatized input is composed of four parts: position vectors, velocity vectors,
covariance matrices, and radii. Both papers demonstrate that SMC operates very well and with high precision, even
in highly complicated mathematics such as these numerical probability calculations. The problem is that position
and velocity values do not need to be kept secret at these distances, as public databases exist with detailed trajectory
information that is more than accurate enough to prevent collisions at these vast distances [? ]. In the calculations
detailed in these papers, the only values that may be beneficial to keep private are the covariance matrices, which could
lead to inferences about the sensors and satellite design. Our research is in a different vein of satellite security since
conjunction analyses occur at ground stations and do not need on-board capabilities at these large distances. As shown
in Table 1, it is not until satellites drop to distances of kilometers apart from each other that RPO and autonomous
capabilities become relevant. The focus of our paper is on RPO security and addressing additional challenges associated
with on-board and autonomous processing.

D. RPO Regulation and Security Efforts

There is a glaring absence of security and privacy being addressed in RPO development. Efforts are being made
to increase regulatory framework and policy standards, including the Consortium for Execution of Rendezvous and
Servicing Operations (CONFERS) established by DARPA, which seeks to enhance operational safety and mission
success in RPO [22]. Additionally, NASA and other ISS partner agencies have ongoing efforts in place to establish
international space operations standards, including a section on rendezvous system interoperability standards [23]. This
details different phases of RPO extensively and is part of the larger goal of multiple international space agencies to



create compatibility between spacecraft regardless of the spacecraft developer via internationally accepted designs and
standards. Efforts are also being made to ensure physical safety through widely recognized standards controlling RPO
and increased information sharing, but these neglect to account for data security and privacy [24].

I1I. Design and Implementation

A. Security Model and Threat Assumptions

The attack surface in space is becoming exponentially larger as space becomes more accessible and the numbers of
both space- and ground-based assets rise. The vulnerabilities present in space are not only problematic for space-based
assets but also pose great risks to ground-based systems. In past decades, cyber attacks in space were not a great concern
for several reasons, mainly a closed supply chain for critical infrastructure, unique space-specific hardware and software,
communications systems that were air-gapped from the commercial internet and inherently more secure, and nearly
impossible physical access once the spacecraft was launched [[1]. According to Global Counterspace Capabilities, the
trend toward increased commercial space systems opens up great potential for innovation on earth but also creates
greater levels of unsecured congestion and competition in space [25].

One issue that we address in this research is a rising problem with increased satellite usage and growing commercial
development in space: satellite characterization. Certain questions, such as what space assets are in orbit, who they
belong to, what their purpose is, and what is their operational status, can all be answered through the characterization
process [26]]. Traditionally, satellites are characterized from the ground through optical data, such as brightness or
reflectance, that determines satellites’ size, orientation, and material properties [27]. These correlations between
spacecraft states and associated properties are captured with a certain level of accuracy in characterization, and
covariance matrices are determined based on the built-in uncertainty in the optical sensors to determine confidence in
the characterization results. While optical characterization is well-established and often necessary to maintain safe
operations in space, RPO introduces a new level of characterization possibilities that may be unfavorable to private
companies seeking to maintain innovative properties or privacy of sensitive data. Values such as proprietary design or
novel sensor development may be determined from shared information about sensors. This is due to the need to share
detailed information about satellite hardware, state-of-health telemetry (such as power and heat use), and associated
covariance matrices to protect spacecraft operations at close distances. Certain observables can be examined from the
ground and optical equipment, but others can only be obtained from being in close proximity to other spacecraft and
especially from shared information from other vehicles. As Figure 2]illustrates, concrete observables of other satellites,
such as the orientation or trajectory, can be filtered to lead to inferred properties, such as what kind of propulsion system
is being used, which can then lead to inferred applications, such as the satellite’s origin or application, determined by
learning algorithms and data analyses. Our threat assumptions therefore include satellite stakeholders or operators
that would seek to use characterization for negative purposes, including gaining knowledge of proprietary designs or
compromising the privacy of sensitive data.

B. Software Design

For this paper, we perform tests of two example RPO algorithms where we privatize certain data inputs and measure
the overhead that SMC adds to the secured algorithm. This is to demonstrate the usefulness and feasibility of SMC in
real-world RPO scenarios. The values we determined remain private are domain-specific and will vary based on the
objectives of the satellite owner. While this research demonstrates very specific examples, the broader applications are
numerous and can be extended to any other data type that the satellite operators deem to be sensitive. First, we tested
matrix multiplication to gain an understanding of how SMC scales for a computation that scales exponentially with
matrix size. Then we tested two sample RPO algorithms directly to gain insight into how SMC would impact their
efficiency in space. The second algorithm in our testing process is an attitude optimization algorithm, used in most RPO
maneuvers to guide the vehicles into the same orbit, where both the fuel and the ending state are the parameters being
optimized. The third algorithm is the quadratic program, a sensor fusion algorithm to optimize the information gathered
by multiple vehicles’ sensors and return the optimized data to each vehicle. Each of these algorithms is instrumental in
many RPO maneuvers and therefore important in the testing and benchmarking process. The third algorithm is the only
one we test, however, to address the RPO characterization problem, demonstrating the privatization of the satellites’
sensor covariance matrices. Figure[5|gives a visual of how SMC works in an autonomous RPO algorithm, housed in
the guidance navigation and control (GNC) unit of a satellite, which allows for on-board trajectory modification and
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The software is built using the Sharemind SMC framework. We chose this platform as it has been used in a wide
variety of applications, including space scenarios and algorithms [20]]. According to the evaluation of existing SMC
compilers done by Hastings et al., Sharemind demonstrated a high level of functionality and support for many different
data and operation types [15]]. These algorithms are written in SecreC, Sharemind’s C-like language that allows for
protection domains, which define different SMC schemes, to be declared. For this research, we use the shared3p
protection domain, as we are testing the case of three computation nodes. SecreC allows for detailed instructions to
be given to the computation servers regarding which input parameters must remain secure [28]. We benchmark the
overhead in each algorithm by comparing the time needed to perform the operations under different constraints. The
benchmarking metrics are detailed further in Section V. For this research, we use primitive data types, Boolean and
unsigned integer values (specifically uint64) in the operations to understand the impact of SMC in the algorithms’
efficiency. Sharemind also supports operations for more complex data types including floating point numbers. Security
in Sharemind applications is dependent on the assumption that the three satellites do not collude. We tested a preliminary
matrix multiplication program to gain an idea of the feasibility of this SMC approach with a computationally expensive
program. This was determined to be very reasonable so we moved on to testing RPO algorithms.

C. Attitude Optimization

The first RPO algorithm we test is an attitude optimization algorithm. This is a necessary process in many RPO
scenarios, especially where formation flying or multi-point inspection is involved. In these cases, 3 or more satellites are
usually involved and therefore cooperation between 3 or more organizations may be needed. This algorithm commands
the torque to guide the attitude of the satellites in a system to zero relative to each other. It uses an optimization process
known as fast gradient descent and a blended cost approach, where both the fuel and ending state of each satellite
are optimized. Shared input parameters in this algorithm are initial states, specifically angular velocity, initial time,
principal inertia, period of the algorithm (how many times it is called per second), the number of states, and the number
of control parameters. The values we determined to keep private for these tests were the initial states, each satellite’s
angular velocity and initial time.

D. Quadratic Program Optimization

The second RPO algorithm evaluated in this paper is a joint optimization program where three parties (i.e. satellites)
provide input from their sensors on the location of a fourth party (i.e. a downed or unresponsive satellite). Figure[f]
illustrates how this scenario works with SMC, where the secret from donors is divided into shares distributed randomly
among N miners shown in Figures[f[a) and[6(b). This is an example of a multi-point inspection requiring 3 or more
data points to satisfy the relative mechanics in space and maximize the accuracy of the measurements they are taking.
Then authorized subsets of N miners, all three satellites in this case, perform the computation and then return the output
to the donors, as shown in Figure |§kc).

This algorithm is made up of two parts: a spacecraft propagation function, contributing simulated £ and P values,
and a quadratic program, a filtering program that performs a minimization of the position and uncertainty values. The
quadratic program is an optimization problem with a quadratic objective function and a set of linear constraints [29]]. In
this scenario, the optimization produces an estimation of the true position of the downed satellite, the most likely £, P,
which is accepted by the contributing nodes, satellites 1, ..., n, as the true solution. The values we privatized for the
secure version of this algorithm are the covariance matrices, P. For future applications, the privacy measures could be
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expanded to other inputs, such as the position vectors, additional sensor information, state-of-health telemetry, or other
values the operator deemed sensitive.

E. Experimental Setup

To gain a realistic idea of how our software would run in space, we determined what kind of processors run well
and therefore would be used in space, and tested our algorithms on embedded processing boards that simulate a
satellite cluster. The boards should ideally be commercially available, as there is greater accessibility and capability
of commercial parts, as well as reduced financial costs for satellite stakeholders. All electronic parts running in
space however must tolerate a high radiation environment [6]. According to research done by the Air Force Research
Laboratory (AFRL), the current findings show that many NVIDIA boards, running ARM CPUs, and certain AMD
boards running x86 architecture happen to tolerate the space environment very well [30]. Our experimental setup
emulates a cluster of three satellites which we represent using three Intel NUCs. These boards are ideal for developing
and optimizing the software and use an x86 CPU similar to AMD Ryzen boards which tolerate the space environment
well. For research and development purposes, we use more readily accessible boards as opposed to radiation-hardened
ones, though to deploy in space we would implement this work on the AMD Ryzen board or their equivalent.

IV. Results and Analysis

We implemented secure versions of two RPO sample algorithms using Sharemind’s secure computation system. The
testing process involved measuring the efficiency of each secured (SMC) algorithm and comparing that to each unsecured
(without SMC) algorithm. Matrix multiplication was done to gain a preliminary idea of the order of magnitude by
which SMC increases the overhead of a computationally expensive RPO-related program. This benchmarking involved
both versions of matrix multiplication to gain an idea of the order of magnitude by which SMC increases the overhead.
As Fig. [7alshows, the SMC version of each matrix accumulates about 1 to 1.5 orders of magnitude of overhead more
than the corresponding standard version.

A. Attitude Optimization

The first RPO algorithm we tested was attitude optimization. The privatized inputs for the secure algorithm are the
initial states, determined by the initial angular velocity of each satellite, and the initial time. To benchmark this test,
we varied the number of satellites involved in the calculation and compared the time it takes the program to guide the
torque of the system to zero, both unsecured and secured. Figure[7[a) shows these results, where the vertical axis is time
(again logarithmic in microseconds) and the horizontal axis is the number of satellites we tested.

Our testing of the attitude optimization algorithm, as shown in Figure [7(b), shows that the secure version increased
the time to perform each function by approximately 1 order of magnitude. The purposes of this algorithm require that
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this calculation not exceed 10 seconds to complete so even with this increase in overhead, the algorithm still runs in well
below half a second, leading us to conclude that it is reasonable to use SMC in this RPO application.

B. Quadratic Program Optimization

To gain a realistic idea of using SMC to privatize covariance matrices, we tested a secured and unsecured version of
a quadratic program. As done with the previous two algorithms, we tested the time efficiency of the two versions of the
algorithm. For this algorithm, the results of using SMC to secure the covariance matrices, P, are shown in Figure[§]
Figure[§a) shows the results of this test where the vertical axis denotes time in microseconds and the horizontal axis is
n, the number of satellites involved in the optimization algorithm. Additionally, we measured the overhead for this
algorithm in terms of space, or memory used, as given in Figure §[b).

The overhead accrued by the secured version of the algorithm demonstrated a 2 — 3 orders of magnitude increase
in time of execution and < 1 order of magnitude of memory usage. Determining if this overhead is reasonable is
case-specific and depends on how rapidly the measurements need to be updated in order to maintain optimal physical
safety during the RPO maneuvers. The speed at which the program needs to operate depends on how close the satellites
are to each other, where the closer the distance the more rapidly the operation needs to occur. In the most rapid case, if
the spacecraft are within about 10 meters of each other, this algorithm would need to operate in 30 seconds or less. Any
faster rates of operation would only lead to inefficient fuel use for the satellite. We can therefore conclude thata 2 — 3
order of magnitude increase in time, where the execution time remains well under 1 second, is feasible for the algorithm
to still run efficiently enough for its purpose.

V. Limitations and Future Work
Our contribution is an analysis of an advanced and promising cryptographic method relevant to space computing
applications. Some limitations of this research include that the algorithms have not been tested directly on radiation-



tolerant hardware. This is due to the fact that it is expensive to obtain and the hardware that we did test on was similar in
function and resources to what would be deployed in space. Another area of improvement would be in the optimization
of the code in each algorithm. Additionally, there are limitations in the use of Sharemind, a third-party platform, as
opposed to our own SMC platform or something open-source such as MP-SPDZ [31]]. The next steps of this research
include further improvements to our current results using methods such as greater parallelization in the SMC code and
single instruction multiple data (SIMD) vectorization to improve scalability [32]. We also plan to deploy these RPO
algorithms on hardware for testing in space, specifically AMD Ryzen boards, to gain a greater understanding of the
practicality of using SMC in space. Our goal is to develop cryptographic and domain-informed design optimizations
for satellite-related algorithms. Additional future work includes conducting information flow analysis to ensure that
privatized variables and functions do not taint other functions in the algorithm. We plan to conduct this using static and
dynamic analysis techniques [33] 34]].

VI. Conclusion

Computing in space is becoming more relevant and ubiquitous which makes it an attractive landscape for future
hacking and malicious action in cyberspace. Security must be a leading area of research and be accounted for early
on in the development of space computing technology. For this reason, space has become a leading interest in the
security community but unfortunately is often accompanied by a lack of domain-specific knowledge of space and what
problems are relevant to the space research community. This research addresses several concerns in space computing:
the need for strong security measures for the in-space segment of satellite operations, the advancement of RPO, and
need for a bridge between space dynamics and security experts, and the problem of characterization as a real threat to
satellite stakeholders. SMC is a tool that we employ to address data privacy during RPO computations to protect against
unnecessary information leakage leading to advanced satellite characterization. SMC is thus a viable means for assuring
the satellite characterization threat and provides a promising direction for protecting space computation.
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