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Abstract

Recent efforts focus on representing human/orgéoizal knowledge in a format suitable for
machine processing to enable systematic knowletigeing among collaborating business
organizations. Different types of business rules ba used to capture multi-faceted business
policies, strategies, regulations and constraimsstructure of such rules can model business
procedures and processes. Interoperation amongiloiged, heterogeneous rules and rule
structures is needed to support collaborative bessndecision-making and problem solving. In
this paper, we introduce a distributed event-triggde-based system for processing distributed
events, triggers, heterogeneous business rules rala structures. Our approach converts
heterogeneous business rules and rule structutescimde automatically and wraps them as web
services for their registration, discovery, invaoat interoperation and reuse in an enhanced
web service infrastructure.

Keywords. Business knowledge representation and sharing,laniguage, web services, event
and rule processing, decision support

1. Introduction

In order for business organizations to competehia global economy and to tackle complex
problems in supply chain management, product degitamning and manufacturing, business
negotiation, etc., these organizations must cotieoand share, not only their data resources,
but also business knowledge expressed in theicipsli constraints, regulations, processes and
procedures. To allow organizations incallaboration federationto have full access to one
another’s data and knowledge resources may natdmbile due to security and privacy reasons
and the autonomous nature of these organizatiostedd, facilities should be provided for such
organizations to publish/export only those data lamsiness knowledge specifications that they
are willing to share. Also, at any given pointiime&, an organization is usually not interested in
getting all the shareable data of other collabngatirganizations, but only in those data that are
associated with the occurrence of some event @.delay of the delivery date of a product, a
slip in a production schedule, a withdrawal of aduct order, or a machine malfunction on the
manufacturing floor) as well as those data that geeerated by the execution of relevant
knowledge rules triggered by the event occurrenoethis paper, we shall focus on this
event-triggerediata and knowledge sharing among collaboratingibas organizations.
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Knowledge can be broadly classified as tacit orliexgNonaka and Takeuchi, 1995). In this
work, we are interested in capturing and represgnthe multi-faceted business knowledge
expressed in an organization’s policies, constsairggulations, procedures and processes. Such
knowledge can be specified in the following threspylar types ofrules (Loucopoulos and
Katsouli, 1992; Sowa, 2000) used in existing rudsdr systems (Business Rules Group, 2000;
Rouvellou et al., 2000). First, condition-action ewent-condition-action (ECA) rules (Widom
and Ceri, 1996) are the most common type of rugeslun event—based systems (Buchmann et
al., 2004; Carzaniga et al., 2000) and productida systems (Riley, 2006; Brownston et al.,
1985). Second, logic rules are commonly used iregxgystems for decision-support (Uliman,
1988). In addition, constraint rules are used tforee data integrity in most database systems
(Uliman, 1982). Rules of the above three types lmastructured(hereafter referred to asle
structurg to model an organizational or inter-organizatigm@cess or procedure. Expressing
organizational policies, regulations, processes a& high-level declarative rule and rule
structure specifications is more desirable thanlementing them in agent code or application
code because they are easier to understand by mewibeollaborating organizations and also
easier to modify to reflect the changes in poli@gulations, processes, etc. These high-level
rules and rule structures can be translated inde emtomatically for their processing.

An event is anything of interest to collaboratirrganizations that occurs at a particular point of
time. These organizations should be able to dedwents of common interest, subscribe to
selected events and receive notifications wherstiiscribed events occur. They should also be
able to define business rules and rule structusea way to publish their shareable policies,
constraints, processes, etc. These rules and tuletiges defined at various sites should be
automatically processed if the data associated ew#dnt occurrences (i.eeyent dath can be
used as input for processing these rules and tuletgres to generate new data or to update the
event data; thus, producing a new version of edatd to be sent to those organizations that
contain applicable rules. This process of evena degansmission and rule processing should
continue until no rules and rule structures ardiegiple to the last version of event data. At this
time, all collaborating organizations would haveqassed all the applicable rules and rule
structures and received all the data that are aeleto the event occurrence. In order to achieve
the above distributed, event-triggered data shaaimg) rule processing, we will need to have,
among other facilities like user interfaces, 1) uderspecification language for specifying
different types of rules and rule structures, 2nachanism to achieve the interoperation of
heterogeneous, distributed rules and rule strustiaed 3) an infrastructure for managing and
processing distributed events, transmitting andgmgrevent data, and triggering the processing
of rules and rule structures in a uniform mannéeyiform the focus of this paper.

To achieve the interoperability of heterogeneousirass rules, one could have used three types
of rule engines to process the three different gypkerules and find some way to make the
engines themselves interoperable. We believe tiigegult in a very complex and inefficient
system. Another approach taken in (Bassiliade$.,e2@00; Rosenberg and Dustdar, 2005) is to
choose one knowledge representation (e.g., everioan-action rule) and convert the other
two types of rules into the chosen one so that tdaeyall be processed by a single rule engine.
One problem with this approach is that the semamti¢chese rule types are quite different. It is
not always possible to convert one type of rule emtother without some loss of meaning. Also,
most existing rule enginemterpret rules at runtime resulting in an inefficient, ualsble,



centralized rule processing system. In our work,use acompilationapproach by translating
different types of rules and rule structures at ille definition time into code and wrapping
these code as web services for their uniform regien, discovery and invocation in a web
service infrastructure. Instead of rule translatiwa make them interoperable; i.e., the result of a
rule execution can be used as input to anotherorulele structure.

The intended contributions of this paper are:

1. Tointroduce an XML-based rule specification langgior the specification and exchange of
multi-faceted business knowledge. It has more esgiwve power than existing rule markup
languages because it can be used to specify diffeypes of rules and rule structures.

2. To present an approach of processing heterogematassand rule structures in a distributed
fashion without the use of different types of ralgines,

3. To present an enhanced web service infrastructusteaadistributed event-trigger-rule-based
system used for processing dynamic event data anti-faceted knowledge in a
collaborative business environment. The rule baseduced by the Business Rules Group
(Business Rules Group, 2000) is used to demonstregeutility of the rule language,
processing strategy, infrastructure and system.

We acknowledge some existing systems and approdbbesre related to our work in three
areas: rule markup languages, event-and-rule bsyssdms, and rule interoperability. Several
recent efforts like SRML (Cover, 2001), BRML (Coy@002) and RuleML (The Rule Markup
Initiative, 2000) are concerned with developing @er markup language for business
applications. Of these, SRML and BRML address ardpndition-action and derivation rules,
respectively. RuleML is an ongoing effort that aitasnclude all three types of rules. However,
the language has not been finalized. Event-andbaged systems presented in (Buchmann et al.,
2004; Krishnamurthy and Rosenblum, 1995) couplenewmtification with condition-action
rules alone. There are also many so-called actistabdse systems, which use only
condition-action rules as surveyed in (Widom andi,CE996). E-DEVICE (Bassiliades et al.,
2000) proposes an active knowledge based systesapport the processing of all three rule
types in an active OODB system by mapping derivatioles and integrity constraints into
condition-action rules. However, the system hassapport for integrity constraints yet. The
system presented in (Rosenberg and Dustdar, 20B)dps a web service interface to
heterogeneous rule engines, thereby providing #omumi APl to access each engine. Rule
execution is carried out by individual engines iiptetively. Support for rule structures is lacking
and it is also not clear how one rule engine cakemge of the results generated by another.

The rest of this paper is organized as followstiSe@ explains the three types of rules and rule
structure. Section 3 presents the architecturaiofroplemented event-trigger-rule-based system
and the strategy used to decompose and process stnucture that contains different types of
rules in a web service infrastructure. Sectiondmmarizes the paper.

2. Business Rule, Rule Structureand Trigger

Business rules and rule structures specified inX®L format are used for two purposes:

translation to the corresponding web services fde mprocessing, and transmission among
collaborating organizations for knowledge exchange have developed an XML-based rule



specification language but we cannot present thailsdere due to space limitations. We shall
describe the features of the three rule types laadule structure. Interested readers can refer to
our website (Rule Specification Language Schema@5pfor the complete XML schema.

2.1 Integrity Constraints

An integrity constraintspecified in a database protects it from entenibg an inconsistent state.
In the context of this paper, it is used to vetife consistency of event data. For constraint
specification, we adopt some syntactic construdisoor earlier work on a Constraint
Specification Language (Su et al., 2001), which wasterned after the Object Constraint
Language (Warmer and Kleppe, 1998). Since everat daés an object-oriented data model,
constraints can be specified on an object or onoomaore of itsattributes Constraints can thus
be classified into two general typeattribute constraint andinter-attribute constraint. An
attribute constraint specifies the list of allonabklues for a particular attribute (e.@.>= 50).

An inter-attribute constraint specifies the relasbip between two or more attributes. This
relationship can be mathematical (ea.+ b = ¢) yielding a so-calledormula constraint or
conditional {f a>10 then b=50 yielding a so-calledonditional constraint

2.2 Logic-Based Derivation Rule

Logic-basedderivation rules(Uliman, 1988), also known asference rulesor deductive rules
assess a given premise to come to some concluBath.the premise as well as the conclusion
can be complex Boolean expressions linked withclagoperatorsAND or OR For clearer
interpretation of the conclusion, we restrict tbgital operator to bAND. If OR semantics is
desired, the rule can be broken up into multiple rulesr,, ...rn, wherem s the number of OR
predicates in the expression. Each of these neas hds the same premise as the original and the
corresponding OR predicate as the conclusion.

2.3 Action-oriented Rule

Action-oriented rules are typically found in actidatabase systems (Widom and Ceri, 1996).
They are known as event-condition-action (ECA) sude just event-action rules (Krishnamurthy
and Rosenblum, 1995). When an event specified égWent clause occurs, the ECA rule checks
for the truth value of the condition clause, ancaies the action clause if the condition
expression is true. Since we allow events and ridee defined and published by different
organizations, we separate the event (E) part ftioencondition-action (CA) part. Also, an
alternative action may need to be executed whenctimglition evaluates to false. We use a
guarded condition expression, which has an optiseqlience of guard expressions followed by
a main expression. If any one of the guard expoessis evaluated to false, the entire rule is
skipped (i.e., it becomes inapplicable). Otherwike, main expression is evaluated to determine
if either the action clause or the alternative@ctilause should be processed.

2.4 Rule Structure

When a specific event occurs, an organization neae ldifferent types of rules that need to be
executed in a specific order to carry out a procedu process. It is very natural to model such a
procedure or process by specifying the structugidtionships between individual rules. We
capture these relationships in a rule structuredhiced in our earlier work (Lee et al., 2001).



In a rule structure, a rukemay be required to be executed before anothewsrdigpically, ruler
generates data that can be used by sulthus establishing a diretink betweenr and s.
Similarly, a ruler may be required to be executed before the execofimultiple ruless;, s, ...
Sw M>1. In this case, rulemay generate data that can be used by myles, ... s,and thus rule

r and ruless (1<i<m) are connected in gplit construct. A rules may be required to wait for all
of a given set of rules, ro, ... i, >1 to finish before it can start its own executibmthis case,
ri, ra, ... L, are connected t®in anand-joinconstruct, and the data generated by milék<i<n)
can be used by ruke Finally, s may be required to wait for, either all or a suhsferulesr,,

ro, ... k, N>1 to finish execution. This establishes @njoin relationship between, ry, ... I
ands. In each type of relationship, the rule(s) thateyoys) the execution of other rule(s) is
called a predecessor(s), and the rule(s) that ¢x@juafter the predecessor(s) is called a
successor(sA rule structure can now be defined as a directeghbly with different types of rules
as nodes, which are connected by link, split, and;jand or-join constructs

2.5 Trigger

A trigger specifies a number of alternative evehtd will trigger the processing of a single rule
or a structure of rules. Just like events and rutaggers can be explicitly defined by
collaborating organizations that are different frémose that defined events and rules. In this
case, the organization that contains the rule l&r structure becomes an explicit subscriber of
the event. Triggers can also be automatically geadrby the system to link a distributed event
to a distributed rule or rule structure, if the mivdata (or part of it) can provide the input data
needed for processing the rule or rule structurd¢hik case, the rule or rule structure is saioleto
applicable to the event. The site that contains dpelicable rule or rule structure will
automatically become amplicit subscriber of the event.

We stress the importance of allowing collaboratinganizations to independently define events,
rules, rule structures and triggers in a distridutmllaborative environment because it gives the
flexibility and power to express and enforce pel&iregulations, constraints, procedures and
processes that are important to achieve inter-azgaanal sharing and collaboration.

A rule of any one of the above three types is ateyel specification of a granule of control and
logic that operates on some data entities assdciai an event(s). When different types of
rules are translated into corresponding programecdakese programs become the uniform
representation of the semantics of these heterogeneules. If we wrap these generated
programs as web services, they can be processed @b service infrastructure over the Internet.
Similarly, if we also translate rule structuresoirgrograms and wrap them as composite web
services, which will invoke their component sergi¢ee. the rules that form the rule structures),
then we can also achieve the interoperation ofetheke structures. Our approach thus achieves
the interoperation of heterogeneous business aresrule structures at the program or code
level and avoids the need to either use differgpeg of rule engines to interpret the different
types of rules and rule structures at runtime, corconvert all types of rules into one rule
language with the risk of losing some semantics.

Due to space limitations, we cannot fully discuss implemented algorithms for converting
different types of rules and rule structures intbvgervices. We outline the general process here.
From the rule specification in our XML-based ru@duage, we generate two files:iaterface
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Figure 1. System Architecture

or headerfile and animplementationor sourcefile. Each rule is represented as a web service
with oneoperation the characteristics of which depend on the e tA web service operation
translates to amethodin a programming language. The specification gfutnand output
parameters of the operation is represented by #tbod'ssignature The interface file contains
this signature information, which is then usedngate the corresponding WSDL document. The
implementation file contains the actual programecéat the rule. A WSDL description for the
web service is also generated. This is used toighulthe web service in a UDDI registry,
accessible only to the collaborating organizations.

3. System Architecture and Rule Processing

3.1 System Architecture

The distributed event-and-rule-based system hagea-tp-peer server architecture shown in
Figure 1. All organizations have identical subsystanstalled at their sites. Each collaborating
site creates and manages its own events, ruless rsiructures and triggers, but their
specifications are registered/published at the Bdst of a collaboration federation. The host
maintains a repository of these specifications. fiike servercomponent at each site stores and
manages the web services generated for the rutesudm structures defined at that site. These
web services are registered at the web servicstrg@dWSRegistryof the host site. In this work,
we make use of the web service registry reporte(Degwekar et al., 2004). Different from
other existing registries, our registry has comstraegistration and processing capabilities. The
event servercomponent is responsible for storing informatidmowat events defined at that
particular site and the information about eventssubers. A collaborating site can specify a
trigger linking a distributed event to a rule olerstructure, thus becoming arplicit subscriber

of that event. This information is stored by themvserver in a local database. Triggers can be
automatically and dynamically generated by theesysf the event data schema associated with
an event occurrence is a superset of the inputstdt@ma of a rule or rule structure. In this case,
the site that has the rule or rule structure besoaremplicit subscriberof the event. Both
explicit and implicit subscribers will be notifiagbon an occurrence of the event. Distributed
rules and rule structures are invoked and procdsgeeplicas of the rule server. An event server



at any site can serve as the coordinator for acpdat knowledge sharing session initiated by an
event occurrence at that site. It handles the aggjen of the dynamic event data sets associated
with the event occurrence.

We have implemented the algorithms for convertingwdedge rules to web services in Java,
with the Sun Java System Application Server Platfédition 8.1 2005 Q1 as our application
server. The event and rule servers have been ineplth using the Enterprise JavaBeans 2.1
framework. To facilitate easy and efficient lookwye publish the deployed web service to our
private UDDI registry using the UDDI4J API. Thisgistry makes use of the Apache jUDDI
project to communicate with a MySQL database thaites the web service information. The
MySQL database is also used by the event serv&iote the event and trigger information. We
use a private registry instead of a publicly avddaUDDI-based registry for two reasons. By
eliminating clutter typically found in a businesgistry, we speed-up registry look up. Also, a
private registry provides some level of security, iis available only to the organizations
participating in a collaboration federation.

3.2 Event-triggered Processing of Rules
We now use an example scenario to describe the-evggered processing of distributed rules
and rule structures, and explain how a rule streasidecomposed and processed.

3.2.1 Distributed Rule and Rule Structure Procegsin

In their first white paper (Business Rules GroupQ@), the Business Rules Group has provided a
set of business rules for the operation of a faug car rental company namgtJ-Rent which

has 1000 branches in towns in different countiish branch may wish to share some data and
knowledge specifications with the other brancheadimeve better management of the company
as a whole. Thus, each branch is a collaboratitey isi the collaboration federation of the
EU-Rent company. Although this is not a real-warter-organizational setting, it suffices to
serve our purpose due to the following reasonsstFthe rule set has been independently
constructed and published for academic use by kkweivn group. Second, each of the rules in
the rule set belongs to one of the three differelet types processed by our system. Third, as can
be seen from the rule set, managing the activitiesultiple branches requires the interoperation
of different rule types captured in rule structures

We have used our rule specification language tmedfU-Rent’s rules and rule structures, and
convert and register them as web services. Thera dotal of 46 rules, of which 29 are CAA
rules, 13 are integrity constraint rules and 4 deevation rules. There are 9 rule structures
discernible from the rule set. Each of these ral&d rule structures took about 6-7 seconds to be
converted, compiled, deployed and published astaseevice on a Windows XP machine with
an Intel Pentium 4 processor and 1 GB RAM. The magonponent of the total time required for
web service creation is in the compilation, depleyiand publication activities.

To demonstrate the event-triggered processingsifilliited rules and rule structures, we use the
scenario depicted in Figure 2. A customer appraaechcal branctBranchlwith the request
for a car rental. Branchl is unable to satisfy his/her request. It posts ewent
RemoteRentalRequeand the event data in XML formaED1) is sent to all subscribing
branches (denoted as step 1 in the figure). Thet@laa contains the branch identifibid), the
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Figure 2. Event-triggered processing of distributed rulesand rule structuresin a
collaboration federation

customer license numbeng), the pickup datepd) and dropoff datedd), the make oK), the
model (ndl) and the group or clasgrp) of the car requested. Assume tBaanch2, Branch5
and Branch8are branches that have applicable rules. Eachchrhas a local set of rules that
need to be processed when RemoteRentalRequestent occurs. Let us consider in some detail
the rules to be executed Btanch2 which has defined a trigger linking the eventhe rule
structureRS2 but no trigger that links the event to the apgileaule CAA2.3

CAA2.3is a rule that determines if a customer is elgitdr a loyalty incentive scheme at the
branch. If the customer has made four or more raetervations at that branch, he/she is
eligible and can receive free rentals or upgrad@bs rule is invoked (shown by a dotted line in
the figure) by the rule server because the rulatidata is a subset of the event data and a trigger
is automatically generated by the system to lirk éleent to the rule. The capability to invoke
applicable rules even though no triggers are eitiylispecified by users is a very important
feature of the system because some collaboratg@gnaation may publish only shareable rules
and rule structures without specifying any trigger.

Now let us consider the rule structuRS2 A customer may be blacklisted due to earlier
problems with payment and returns. The branch motsserve such a customer, so the first rule
in RS2checks that the customer is not blacklisted bynaed the integrity constraint rul€2.1
This constraint rule checks if the customer licensenber is not in the list of blacklisted
customers. The result of this check is written e event data file. If the constraint is not
satisfied, the rule server stops the executionhefrule structure. If it is, the derivation rule
DR2.1and condition-action-alternative_action r@@A2.1lare executed. If no group is specified
for the car requeste®R2.1assigns the default grodpto the request. If the make and the model
have been specified for the car requ€RA2.1checks ifBranch2has an available car with the
same make and model. Once both these rules havedxeeuted, rul€€AA2.2is invoked. If



CAA2.1cannot find an available caEAA2.2checks if there is an available car in the spedifi
group, which could be the group in the event datthe default group assigned ByR2.1 After
CAAZ2.2has finished execution, the integrity constrauleiC2.2 is invoked to check to make
sure that the quota for the group has not beeneeleck At each stage, new data added to the
event data file are shown in bold font in the feyur

From the above scenario, we see that an event reccer can lead to the processing of
individual rules as well as rule structures. Theéadgenerated by rul€AA2.3and the rule
structureRS2are added to the event data file. Thus, the edata file now contains new data
resulting from the application of the local rulesBaianch2 This data is returned t®ranchl
Branchlreceives the updated event data frBnanch2(ED2), Branch5 (ED5), and Branch8
(ED8) (denoted as step 2 in the figure). It then methessdata and sends out the new version to
all branches (not shown in the figure) that haveswand rules structures applicable to the new
version. Thus a second round of event data digtobus initiated. The process will continue
until no rules and rule structures are applicablthe last version of event data. At this timé, al
involved branches would have received the finasigr of the event data, which can be used for
their local decision-support and problem solvingpeTimplemented prototype system runs on
multiple computers. The above scenario takes & o6t seconds for the requesting branch to
send out its event data file to remote branches fandhe remote branches to invoke the
applicable rules and send the updated event datbdck to the requesting branch.

3.2.2 Decomposition of Rule Structure

We use Figure 2 to present the technique useddontigose a rule structure into substructures
for processing. A rule structure is a directgdph, in which rules (nodes) can be interconnected
by link, split, and-join andor-join constructs (edges). An XML document however, oEits
constituent elements inteee structure. Each of the four structural construetsen considered
independently, is a tree, but the combination @séconstructs that forms a particular rule
structure may not always be a tree, as can befsa@rrule structure®S2andRS5in Figure 2.

It is worth noting that if we break a rule stru@unto substructures, where each represents a
single structural relationship between two or nroiles, each substructure is a tree, and can now
be represented using XML.

For a given rule structure, substructures are géeeras we move from the top to the bottom of
the graph. At each level, we follow a left-to-rigitder to generate substructures. TakR®Rof
Figure 2 as an example, the first substructure rgée@ would be theplit construct withiC2.1

as the predecessor rule abiR2.1, CAA2.1as the successor rules. The second substructure
would be theand-join with DR2.1 and CAA2.1as the predecessor rules aDAA2.2 as the
successor rule. The third substructure would bditkewnith CAA2.2as the predecessor rule and
IC2.2 as the successor rule.

Decomposing a complicated rule structure into sempsubstructures also facilitates its
maintenance. Inserting a new relationship intoastieg rule structure document requires only
creating the appropriate substructure and insertimgo the correct position in the document.
Similarly, deleting or modifying a structural retaiship needs to address only the substructure
that represents that relationship, without affegtither parts of the rule structure document.



3.3 Discussion
In this section, we consider some issues relatemltesystem and highlight the approaches we
have taken or are taking to resolve them. Somedutasks are also identified.

Distributed rules may form a cycle that causes mteomination problem. Also, they may be
inconsistent or conflicting. One possible approashto analyze the published rules for
contradictions, inconsistencies, and cyclic coondsi (Baralis et al, 1998). However, due to the
dynamic and independent nature of the rules inllaklmration federation, this strategy does not
seem to be suitable. We have investigated bothecgebidance and cycle detection and
resolution strategies. So far, the most promisipgr@ach is the following. Each rule server
sends certain characteristics of the rule it execbick to the coordinator. These characteristics
include the data items that form the rule inpug, dlata items that form the rule output, as well as
the data characteristics that indicate when the coindition is satisfied. At the end of every
round of event data processing, the event coomirdgtermines if starting the next round of
processing will result in a rule cycle to be irtiéd. If this is the case, the rule, which will caus
the cycle will not be executed, but the remaindehe rule processing is carried out normally.

Inconsistencies and conflicts during rule executiomna collaboration federation may reflect
differing expert opinions. However, there may bmeaules to resolve these inconsistencies and
conflicts. When an event coordinator determineg thgarticular data item has two or more
values given by different sites, it checks with thest site to determine if there is a global
resolution policy in place for that data item. df, $his policy is applied and the resolved value of
the data item is used (e.g., by taking the aveaagainimum or maximum value). If not, all of
the values are tagged with their site identifiend are sent to all sites that contain applicable
rules. Each site may have a local resolution pahcplace to determine the resolved value. This
resolved value is then used by any applicable globkcal rules.

In a collaboration federation, since events, rukasd triggers can be defined by different
collaborating organizations, it is very likely thtéere will be discrepancies in the terminologies
used. People searching for registered events ard seevices need some form of common
ontology to resolve these discrepancies. We arestigating the use of the OWL language to
define an ontology for a particular application domin a collaboration federation. Thus, the
host site in the system architecture will also npooate an ontology database to map the terms
used in event, rule and trigger specificationsdncepts and concept associations defined in the
domain ontology. The site will also use an ontolaggnager to resolve discrepancies and
identify similarities between the specified termsd to facilitate search.

The notion of transaction is an important reseasshe. Each time an event occurs, multiple
rounds of event data transmission and distributésl processing can take place. They should be
treated as a single transaction. In distributedlutes, the focus is on maintaining data integrity,
and hence a transaction commits only if all ofstdb-transactions commit. In a collaborative
e-business environment, the focus is on sharingush knowledge associated with an event as
possible. It may not be desirable to stop the pudeessing if one site aborts because other sites
may still produce useful data. The traditional AC{Doperties of transaction need to be
re-examined and defined for an event-triggered wkaedge-sharing system like ours. Another
important issue to be addressed is the specifitatimd enforcement of trust and security in a



collaborative e-business environment. This issuriif the scope of this paper. In our previous
work (Yang et al., 2002; Yang et al., 2005), weéauroduced a trust agreement specification
language and a trust-based security model for lestaiy inter-organizational security policies
that govern the interaction, coordination, collatimm, and resource sharing of collaborating
organizations. Interested readers are encouragedkaip these references.

The system architecture allows organizations to gicollaboration federation by installing the
developed software and tools at their network sites highly expandable and scalable because
more computational power can be added as moreaflarknowledge and more collaborating
organizations are added to the federation. Alswesthe system components are implemented as
servers, multiple collaboration federations cammbeommodated: i.e., an organization can be a
member of multiple federations and its serversmacess different event data sets concurrently
in multiple threads. However, as the number of pizmtions in a federation increases, the
number of federations grows, and the number of teweourrences of different event types
increases, the performance of the entire network deteriorate with a centralized host. For
scalability, event types may have to be categorametimanaged by multiple hosts.

4. Summary

In this paper, we presented our idea of managim@guayc event data and sharing multi-faceted
knowledge among organizations that form a collatmmafederation. Different aspects of
knowledge are specified in different types of rulage structures, and triggers, which link
events of interest to distributed rules and rulecstires. The interoperation of distributed events,
rules, rule structures and triggers for supportiegision-making is the main concern of this
research. The approach taken for achieving theeroperation is to translate rules and rule
structures into code and wrap them as web senvicestheir discovery, invocation and
interoperation in a web service infrastructure mn&orm manner. Event data are transmitted to
collaborating sites that contain applicable rulesl aule structures. The architecture of an
event-trigger-rule-based system implementing thevabdeas is described. Several R&D issues
and techniques for transmitting event data andgssiag distributed rules are also discussed.
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